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Chapter  I. 
INTRODUCTION 


1.0  GENERAL 


Modern  communication  arid  radar  transmitters 
can  produce  hir,h  intensity  electromagnetic  environ¬ 
ments  that  are  hazardous  to  ordnance  and  to  its  at¬ 
tending  personnel  and  associated  equipment.  Those 
environments  can  cause  premature  actuation  of  sen¬ 
sitive  electrically  initiated  explosive  elements  known 
as  elcctrocxplosive  devices  (EEDs).  They  can  also 
damage  or  trigger  solid  state  circuits,  damage  or 
causo  erratic  readings  in  test  sets,  cause  possible 
biological  injury  to  personnel,  or  produce  sparks 
that  can  ignite  flammable  fuel-air  mixturcs^"Tho\ 
trend  of  developing  communication  and  radar  trans¬ 
mitters  with  greater  radiated  power  will  increase, 
those  problems  in  the  future^ _ _ 

^This  Design  Guide  is  intended  primarily  to 
help  the  weapon  developer  solvo  the  problem  of  pre¬ 
mature  actuation  of  EEDs;  however,  it  should  bo  of 
some  Jielp  in  solving  all  of  the  problems  given  above. 
The  problem  of  premature  actuation  of  EEDs  is 
know  as  Hazards  of  Electromagnetic  Radiation  to 
Ordnance  (flERO)^ 

Energy  from  the  electromagnetic  environment 
can  enter  an  ordnance  item  through  discontinuities 
in  its  skin  such  as  ports,  cracks,  and  joints,  and  it 
can  couple  into  circuits  containing  EEDs.  More 
cncrcy  will  generally  enter  the  ordnance  item  when 
the  ports  are  open  than  will  enter  it  when  the  ports 
are  closed,  nm  energy  can  also  be  conducted  into 
the  item  by  firing  leads  and  other  electrical  con¬ 
ductors  such  as  wires,  tools  and  fingers.  In  general, 
ordnance  is  more  susceptible  in  electromagnetic 
environments  during  assembly,  disassembly,  han¬ 
dling,  loading  and  unloading  than  at  any  other  time 
because  fingers  and  tools  arc  used  and  ports  are 
usually  open.  Also,  the  attachment  of  external 
cable  assemblies  and  test  sets  to  an  ordnance  item 
will  usually  increase  its  electromagnetic  suscepti¬ 
bility. 

For  most  ordnance,  the  HERO  problem  is 
inevitable  unless  the  designer  recognizes  the  pos¬ 
sible  hazard  and  organizes  all  phases  of  flic  develop¬ 
ment  so  Dial  the  hazard  is  precluded  in  (lie  original 
design.  Retrofitting  after  a  HERO  problem  is  dis¬ 
covered  at  some  later  stage  of  development  is,  at 
best,  expensive  and  lime  consuming,  and  seldom 
conirtlmtes  to  the  tactical  reliability  of  the  ordnance. 

1.1  OBJECTIVES  OF  THE  DESIGN  GUIDE 

This  deMt'ii  guide  ban  been  written  to  amplify 
and  augment  MM.-STD-l.'HsS  (Navy),  Preclusion  of 
Ordnance  M.i/.anls  m  Eleetroniagneilc  Fields, 

General  Iterjulrernents  for  Its  objectives  nre: 


1.  To  define  and  describe  the  hazardous 
electromagnetic  environment. 

2.  To  provide  weapon  designers  with  suf¬ 
ficient  engineering  data  for  determining 
flic  protection  needed  for  ordnance. 

3.  To  recommend  specific  design  and  fabri¬ 
cation  practices. 

While  it  is  recognized  that  each  ordnance  item 
will  be  unique  with  respect  to  HERO,  an  effort  has 
been  made  to  present  recommended  design  practices 
and  associated  engineering  data  and  theory  in  a 
manner  that  will  assist  the  designer  to  adapt  various 
recommendations  to  his  particular  situation. 

1.2  POSSIBLE  SOLUTIONS  TO  THE  HERO 

PROBLEM 

Resolution  of  the  HERO  problem  might  logi¬ 
cally  be  approached  in  any  one  of  four  ways.  They 
arc: 

1.  Eliminate  all  EEDs  from  the  ordnance. 

2.  Keep  all  ordnance  containing  EEDs 
physically  separated  from  the  electro¬ 
magnetic  environment. 

3.  Silence  the  transmitter  generating  the 
local  electromagnetic  environment  when 
ordnance  containing  EEDs  is  present.  * 

4.  Design  the  ordnance  to  prevent  entry  of 
electromagnetic  energy  into  the  EEDs. 

These  arc  all  valid  solutions.  However,  the  first 
three  have  serious  drawbacks  which  are  as 
follows: 

1.  EEDs  have  unique  characteristics  and  flic 
elimination  of  EEDs  is  often  not  a  prac¬ 
tical  solution. 

2.  It  is  usually  impossible  to  keep  the 
ordnance  separated  from  the 

*  Some  weapons  now  in  the  fleet  require  that 
radio  or  radar  transmitters  be  silenced  during  cer¬ 
tain  phases  of  their  assembly,  disassembly,  han¬ 
dling  or  loading.  This  constitutes  a  restriction  (o 
fleet  operations.  Current  restrictions  are  pub¬ 
lished  in  a  manual  generally  available  only  to  flic 
fleet.  Restrictions  arc  not  desirable  and  arc  be¬ 
coming  less  acceptable  to  the  fleet  as  new  and  safe 
weapons  are  developed  to  replace  the  ones  Hint  have 
restrictions. 
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electromagnetic  environment  on-board 
Naval  vessels. 

3.  It  Is  not  practical  to  silence  the  radio  or 
radar  transmitters. 

Therefore,  designing  every  weapon  system  In  such  a 
way  that  sufficient  protection  Is  afforded  the  EEDs 
under  all  conditions  that  may  be  encountered  through¬ 
out  the  stockpile -to -launch  sequence  Is  the  only  . 
satisfactory  solution. 

1.3  BASIC  APPROACHES  TO  THE  HERO 
PROBLEM 

There  are  several  approaches  that  can  be  con¬ 
sidered  for  solving  the  HERO  problem.  These  are 
dl'-'Hi  sod  In  the  following  paragraphs. 

One  approach  consists  of  enclosing  all  EEDs 
and  their  associated  firing  circuits  (including  all 
power  sources,  transmission  lines,  and  switching 
and  arming  devices)  within  a  conductive  shield  or 
box.  Most  ordnance  Items  utilize  a  metallic  skin 
that  can  be  used  as  a  conductive  box.  Tills  approach 
is  illustrated  In  Figure  1-1.  The  only  precautions 
to  be  observed  Is  the  proper  design  of  the  metallic 
joints..  In  most  cases,  economic  or  other  limita¬ 
tions  on  the  physical  structure  of  the  ordnance  do 
not  permit  direct  application  of  the  conductive  box 
concept. 

The  conductive  box  concept  can  be  extended  by 
having  several  parts  of  an  ordnance  Item  compart¬ 
mentalized  and  shielded,  and  then  Interconnected  via 
shielded  cable.  Any  cable  connector  used  to  connect 
the  shields  to  the  compartments  should  be  of  proper 
design  so  that  the  shield  mates  before  the  pins  to 
prevent  electromagnetic  energy  from  being  coupled 
into  the  pins  of  the  connector  during  mating  and  un- 
mating  of  the  connector.  This  approach  is  illustrated 
in  Figure  1-2. 

Most  ordnance  requires  breaking  electrical 
connections  when  the  parts  of  the  system  are  phys¬ 
ically  separated.  Thus  it  is  often  impossible  or  im¬ 
practical  to  keep  all  conductors  within  one  continuous 
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Figure  1-2.  Compartmcntalization,  and  Shielding  of 
Compartments  and  Connections 

shield.  Therefore,  electromagnetic  energy  must  be 
excluded  by  some  other  method.  It  can  be  excluded 
from  a  shielded  enclosure  at  a  connector  by  means 
of  an  EMI  filter  (a  low -pass  niter).  The  filter  is 
used  to  dissipate  the  electromagnetic  energy  Instead 
of  reflecting  it  at  an  impedance  mismatch  as  is  usu¬ 
ally  the  case.  Because  the  generator  and  the  load 
impedances  are  unknown  and  vary  with  frequency, 
reflection  due  to  mismatch  of  Impedances  cannot  be 
relied  on  to  protect  the  weapon.  One  precaution  to 
bo  noted  is  that  the  heat  generated  in  the  filter  by 
dissipation  of  the  electromagnetic  energy  must  be 
prevented  from  actuating  the  EED.  This  can  be  ac¬ 
complished  by  providing  a  separation  of  the  EED  and 
the  filter  or  by  providing  a  heat  sink.  The  proper 
use  of  a  filter  is  illustrated  in  Figure  1-3.  For 
further  details  refer  to  Chapter  VI. 

The  design  of  the  circuits  associated  with  the 
use  of  an  EMI  filter  is  important.  Arcs  can 
occur  when  connectors  are  mated  or  unmated  in 
electromagcnetlc  environments.  These  arcs  can 
generate  electromagnetic  energy  throughout  the 
spectrum,  Including  low  frequency  components  which 
are  in  the  same  band  as  the  firing  signal,  and  will 
pass  through  the  filter,.  A  break  In  the  firing  circuit 
between  the  arc  and  the  EED  until  after  the  connec¬ 
tion  is  made  will  circumvent  this  problem  because 
a  dc  path  is  necessary  for  an  arc  to  occur.  This 
technique  is  illustrated  in  Figure  1-4. 


figure  1-1.  The  Conductive  Box  Concept 


Figure  F-3.  I/so  at  FMl  Filter 
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Figure  1*4.  A  Basic  Solution  to  fno  Aning  Problem 

To  mimmarlr.o,  there  are  four  basic  approaches 
to  the  solution  of  tho  HERO  problem : 

1.  Enclose  the  entiro  ordnance  in  a  continuous 
electromagnetic  shield. 

2.  Shield  the  compartments  and  the  intercon¬ 
necting  cables  of  tho  firing  circuits. 

3.  Use  tut  EMI  flllor  in  the  firing  circuit  and 
shield  the  cable  from  tho  flllor  to  tho  EED. 


4.  Provide  a  break  in  the  firing  circuit 
between  Ute  filter  and  tho  EED  for  pro¬ 
tection  from  arcs. 

One  of  theBO  approaches,  or  a  suitable  com¬ 
bination  of  Utum,  must  be  selected  early  in  tho 
design  singe  and  implemented  throughout  tho  design, 
development,  and  manufacture  to  assure  an  optimum 
and  economical  solution  to  tho  HERO  problem.  U 
is  tho  responsibility  of  the  weapon  dovoloper  to 
select  the  nppronch  to  bo  used  and  to  dotormino  tho 
attenuation  vnluos  of  tho  filters  ami  tho  shlolding 
offcclivonosB  of  tho  enclosure  ar.d  (he  cables  that 
will  be  needed.  One  way  to  solve  thin  problem  is  to 
consider  tho  ordnance  ns  a  receiving  system  in  the 
olcctromognotic  environment  and  the  EEDs  as  the 
terminating  load  for  this  receiver,  'flic  total  at¬ 
tenuation  needed  can  then  be  determined.  A  good 
rule  of  thumb  is  to  provide  additional  protection  so 
that  tho  total  attenuation  from  tho  combination  of  all 
shielding  (that  provided  by  weapon  enclosure  and 
cables  plus  that  provided  by  tho  protection  added) 
is  40  dB  at  100  kilohertz  and  increases  linearly  to 
60  dU  at  1  megahertz.  The  attenuation  should  re¬ 
main  at  or  above  00  dB  from  1  mogahortz  to  40 
gigahertz. 


3/(4  UtardO 
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Chapter  II. 

THE  ELECTROMAGNETIC  HAZARD 


t.O  GENERAL 

Tb»  electromagnetic  susceptibility  of  ordnance 
U  discussed  In  UUa  chapter  in  torms  of  three  major 
factors.  These  are:  (1)  Identification  and  descrip¬ 
tion  of  the  electromagnetic  environment  to  which  the 
Ordnance  may  be  exposed,  (2)  possible  modes  of 
energy  transfer  from  the  environment  to  tho  ECD, 
Omt  (3)  measurement  of  the  environment.  Although 
the  Information  given  herein  is  not  essential  to  tho 
Implementation  of  the  principles  and  guidelines  to  be 
established  In  inter  chapters,  It  is  prosented  to  give 
the  weapons  designer  an  insight  into  (ho  need  and 
purpose  of  these  principles  and  guidelines  and  to 

5 resent  him  with  environmental  levels  lo  be  used  an 
eaign  goals. 

2.1  SUMMARY  OF  THE  ELECTROMAGNETIC 
ENVIRONMENT 

Tito  available  power  in  tho  electromagnetic 
environment  at  tho  weapon  site  is  a  function  of  the 
power  radiated  from  the  source,  tho  source  antenna 
gain,  and  the  location  of  the  ordnance  relative  to  the 
source.  The  basic  relationship  of  these  factors  can 
be  derived  by  reference  to  an  isotropic  radiator. 

An  isotropic  radiator  is  a  theoretical  concept  defined 
ns  a  pctr.f  source  with  radiation  properties  that  arc 
identical  in  all  directions.  For  an  isotropic  radiator 
tn  free  space  radiating  an  average  power  (W^.)  In 
watts,  tho  power  density  or  power  per  unit  area 
on  the  surface  of  a  sphere,  concentric  with  the  point 
source  and  of  radius  (r)  mclcrs,  Is  the  total  radiated 
power  divided  l>y  the  nrca  of  Ihnt  sphere,  or 


where 

PA  -  power  density  (wntls/moler2). 

From  this  equation,  it  can  be  seen  thnt  power  den¬ 
sity  In  free  space  decreases  Inversely  as  the  square 
of  t be  distance  from  the  radiating  source. 

Yf  the  power  source  Is  not  an  Isotropic  radiator 
Hit  radiate*  wt*h  n  gain  In  a  given  direction,  the 
pow*>r  density  at  a  point  of  distance  (r)  meters  In  tho 
dtrrrtinn  of  the  gain  Is 


In  the  far  Hold  tho  power  density  and  tho  electric 
fiold  strength  at  any  point  aro  related  by 

E2 

pa  ■  mr. 

or 

E  «  j  120»Pa  *  19.4 

whore 

E  ■  electric  field  strength  (voits/metcr). 

Tho  factor  120:r  is  known:  as  the  intrinsic  impedance 
of  froo  space  and  is  approximately  377  ohms. 

If  the  power  density  is  in  milliwatts/cm2  and 
tho  olectrical  Hold  strength  is  desired  in  volts  per 
motor,  tho  conversion  factor  of  1  watt/meter2  =  0.1 
milliwatts/cm2  is  used  and  the  equation  becomes 

E»G1.4v/pa 

whore 

E  =  volts/meter,  and 

PA  °  *’owcr  density  (milliwatts/cm2). 


The  electric  field  from  a  transmitter  in  free 
space  can  be  computed  for  any  point  if  the  distance 
to  tho  point,  gain  of  tlic  antenna  in  the  direction  of 
the  point,  and  tho  power  being  transmitted  are 
known.  Consider  the  field  from  a  half-wave  dipole 
In  free  space  at  a  point  of  distance  (r)  meters  from 
Uie  antenna  in  the  direction  of  maximum  gain.  From 
tho  equations 


G^,  -  1.04  for  n  dipole. 


<Yvt 


The  nntennn  gain  Is  nomotimes  expressed  in 
docibctn  (dll).  From  the  definition  of  dlt  (dl'  JO 
Jog  (rnllo  of  two  amounts  of  power))  we  have 


t  ain  »>f  tin-  tr  mM!>Htlng  nntrttna  (a 


g.p  “  10  log  G.J, 
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or 

Qj,  *  io*r/l°, 

whtre 

fcj,  »  antoiuM  gain  In  dB. 

12  SUMMARY  07  INVtRONMINTAL  LEVELS 

Tho  degroo  ol  eloctromagnotlc  susceptibility 
of  OJdsWng  ordnance,  as  determined  by  analysis  of 
data  obtained  on  HERO  testa,  Is  Indicated  by  the 
maximum  safe  field  curves  presented  In  Figures  2-1 
through  2-4.  The  curves  shown  by  the  heavy  linos 
represent  the  upper  limit  of  the  field  to  which  all 
types  of  ordnance  In  any  condition  can  bo  exposed 
without  HERO  problems.  Those  curves  aro  tho 
basts  for  present  weapon  restrictions  In  the  fleet. 

The  maximum  safe  field  cur.es  In  Flguros 
2-1  and  2-2  are  based  on  theoretical  and  empirical 
consideration  of  the  receiving  character  is  lies  of 
bare  KEDs  exposed  In  an  electromagnetic  environ¬ 
ment.  These  curves  represent  the  worst  caso 
condition  which  can  exist  for  naval  ordnance.  Tho 
data  will  ho  useful  In  determining  the  maximum 
safe  flctds  for  bare  EEOs  with  load  wires  arranged 
In  optimum  receiving  orientation.  There  has  boon 
no  known  case  of  an  EED  Initiating  accidentally 
when  the  field  Intensity  was  below  tho  valuoo  given 
by  the  curves. 

The  maximum  safe  field  curves  of  Figures 
2-3  mxf  2-4  represent  tho  safe  field  strength  and 
power  densities  for  fully  assembled  ordnanco 
undergoing  normal  handling  and  loading  operations. 
These  curves  aro  based  on  experimental  rosults  of 
HERO  tests.  The  boundaries  were  established  by 
tho  rro.it  r.uscoptlldo  ordnanco  Items  (those  In 
which  Slttlo  or  no  design  consideration  was  given  to 
HERO  problems). 

Table  2-!  given  Uie  maximum  clcctro- 
magrollc  environment  that  ordnanco  will  encounter 
from  its  ntoc/-pllo-lo-l.mnch  requeue®.  Tho  trend 
In  bo’b  radar  and  communications  equipment  to¬ 
ward  greater  effective  radiated  power  will  Increase 
th"ee  fields.  Past  expurlcnco  can  yield  some  Indi¬ 
cation  of  the  magnitude  of  the  Increase  to  bo 
parceled  In  tho  future.  For  example,  early 
ran  vn'Hron  tubes  rouM  .supply  10  kw  of  peak  power 
to  a  *  •  itched  antenra.  V/ilhln  a  div  ide,  the  peak 
j-i-iV'-r  v  m.i'.nelron  fid-."*  Increased  to  1 100  kw. 
risen,-*-  2«f»  shows  tho  Increase  In  average  power 
that  tv  i  b«u«  e-pertencer|  cvr  the  last  throe  do- 
r.id'-o  .Mill  ft-.  it  v.-h'rh  wsjwctcd  In  occur  In  tho 

ro  -;f  !  ;/,l  rj  Irte  < . 


2.3  V/.rt  UVStfJ 

f  i  h  ic-iin  ;ln:'  Itm  !  •'/<- In  rf  the  OS- 

*/'r  •  ■  •!'?.  *!v  rffi-i  i  .  of  i!K».l,th4tt’>*i  on  dm  power 

!■  . s  -  ’•->  r-io  '.'r  r-a,  Kir?  r  im ti|ifr»|r.al|nn 

'■■I  J  n-.-f  fnrfni  of  tfiii’Uh.  h’  ?  •  «f’tl  «l!f*ll.  If  !h" 


transmitter-  U  amplltudo  modulated,  tho  peak  envelope 
power-  may  bo  as  high. as  4  times,  the  peak  power 
of  the.  unmodulated!  wave.,  However,,  tills  has  been 
taken  Into  account  In. determining  the  maximum  en¬ 
vironmental.  lovois  of  Tablo  2-1. 


Most  radar  systems  use.  pulse  modulation  as 
opposed  to  the  continuous  carrlor.  or  doppler  sys¬ 
tem.,  Tho  Important  parameters  of  tho  pulsed  sys¬ 
tem  aro::T  *»  pulse  width  (mlcrosoconds),  i  »  pulse 
rate  (hertz),  Pp  »  peak  power,  (kilowatts),  and 
average  power  (kilowatts).  Thero  Is  a  definite  ratio 
between  tho  peak  and  tho  averago  power  that  de¬ 
pends  on  the  pulse  width  and  the  pulse  rate.  This 
relationship  Is  called  the  duty  ratio  and  Is  expressed 
as  follows: 


Duty  ratio  = 


W 

average  power-  A 
peak  power  '  ~  P„ 


and 


Duty  ratio  *  pulse  width  •  pulse  rate  -r  fr> 

(These  parameters  are  shown  in  Figure  2-6. )  Also, 
tho  average  power  can  be  computed  from  tho  duty 
rntlo  as 

a  Pp  •  duty  ratio  -  P^  t  fy 


or 


W, 


Pn  -T-. 
P  T 


wherq 


T  =  pulse  repetition  time  =  l/fp , 

2.4  AMTEMNA5 

Antennas  may  bo  conveniently  grouped  Into 
two  general  classes  according  to  tho  value  of  tho 
ratio  of  the  antenna's  physical  size  to  the  wave¬ 
length  of  tho  transmitted  frequency.  When  this 
ratio  Is  much  greater  than  unity,  the  antenna  Is 
classed  as  a  large  nude  tor;  when  It  Is  In  the  order 
of  unlly,  lha  anlunua  is  classed  as  a  small  radiator. 
No  consideration  has  been  given  here  to  antennas 
In  which  this  ralto  la  much  less  than  unity,  because 
antennas  of  tills  typo  are  Inefficient  radiators  and 
are  not  usually  found  aboard  ship. 

One  typo  of  small  radiator  is  the  half-wave 
dipole.  Fume  of  tho  characteristics  of  this  antenna 
are  shown  in  Figure  2-7.  Monopolc  and  long  wire 
antenna, -i  are  considered  variations  of  this  type. 

l  argo  radiators  that  aro  used  aboard  ship  aro 
almost  ti  I  ways  radar  uulonna:i  and  aro  most  fre¬ 
quently  (where  high  j\i-v>'r  In  concerned)  employed 
with  search,  height,  »»r  g.uld.mco  radars,  Fitch 
nnleiui  .'i  usu.ilty  count'd  «  I  utah-type  reflectors. 

The  rellertor  In  d";d«  e«  d  to  alter  the  phase  amt  am- 
pllltido  rcdalloiehtps  t tit-  feed  niitrmva  to  {ecus  the 
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W/A  -  HIDNSHIS  CH/Mi  DUrllO H3  1V0I1H3A  -  '3 


(  -  FREQUENCY  -  MEGAHERTZ 

figure  3-3.  Field  lefccsily  fo.cnflolly  Harbour  lo  Surcapl »  '-Vapors 
which  Require  Special  Reulrlelloeu— Cemmenleelion  rrcqucne.es 


NAVSKA  OD  3WM  FIRST  REVISION 


■'*  !~‘f07)t.}y  Potentially  Hazardous  to  Susceptible  Weapons  which  Require  Special  Restrictions — Radar  Frequencies 


Toble  2-1,  Efetfromorjnef/c  Environment  Lovett 


Frequency 

(MHs) 

Field 
Intensity* 
(Volts  (RMS)/ 
Motor) 

Moan  Powor 
Density  (Mtlll- 
watls/Square 
Centimeter) 

Communication 

0.25  -0.  535 

300 

2-32 

100 

100  -  15G 

0. 01 

225  -  400 

0.01 

Radars 

200  -  1215 

10 

1215  -  13  G  5 

5 

2700  -  5600 

78 

5400  -  5900 

105 

7900  -  8400 

175 

8500  -  10440 

150 

33200  -  40000 

4 

•Those 'intensities  apply  to  the  smaller  of  the 

following  field  components: 

1.  The  vertical  component  of  the  electric 

field  (E). 

2.  The  directional  maximum  component  of 

«  the  horizontal  magnetic  field  In  ampere 

turns/ meter  (H),  multiplied  by  377  ohms. 

*ttrs 


Figure  2-5.  Trend  in  Available  Power 


Pulse  Repetition  Time 
I  ! 

K - * 


Tiry.>r •*  7  (j.  fi/f-.o  Tm.*) ‘.minion  Ratalionthlpt 
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RADIATION 

PATTERN 

POLARIZATION 

GAIN 

OVER 

SOTROPIC 

Half-Wave 

Dipole 

Plane  Through  Antenna 

no 

Linoar - 
(Coplanar  with 
Antenna) 

1.64 

(2.15dB) 

071 

or 

/-  Antenna 
Plane 

Normal  to  Antenna 

r\ 

yy 

£—  Antenna 

t 

Figure 

7.-7.  Characteristics 

of  a  He  i’-lVa 

,'o  Dipole 

radiation  at  some  point  in  space.  Figure  2-8  shows 
a  feed  mid  reflector  system  typical  of  those  used  in 
radars,  together  with  the  associated  radiation 
pattern. 

The  fields  produced  by  shipboard  antennas 
are  Important  to  the  HERO  problem  because  a 
knowledge  of  the  field  strength  Is  necessary  for 
determining  the  amount  and  type  of  protection  needed 
for  the  ordnance.  (See  Figures  2-1  through  2-4. ) 
Unfortunately,  only  in  the  region  where  the  antenna's 
field  appears  as  a  piano  wave,  decreasing  as  an  in¬ 
verse  function  of  the  distance  from  the  antenna 
(E  =  f (1/r )),  can  any  positive  measurements  be 
made  or  field  intensity  relationship  be  established. 
This  region  is  known  as  the  far  field  or  Fraunhofer 
region.  Knowledge  of  the  intensity  at  one  point  in 
Ihls  space  can  lead  lo  an  accurate  extrapolation  of 
the  intensity  at  another  point.  It  is  in  this  region 
of  an  antenna's  field  that  there  is  also  a  definite 
relationship  between  the  electric  and  magnetic 
fields.  They  are  related  by  the  equation  E  =  120ttH. 

Even  though  some  areas  of  a  ship  are  in  the 
far  field  of  an  antenna,  additional  complications  are 
introduced  by  reflections  and  discontinuities  in  the 
propagating  medium.  Figure  2-9  depicts  typical 
field  strength  contours  on  the  deck  of  an  aircraft 
carrier.  The  irregularity  of  the  shape  of  the  con¬ 
tours  suggests  the  difficulty  of  predicting  an  electro¬ 
magnetic  environment.  The  contours  shown  arc  a 
measure  of  the  electric  field  which  was  generated  by 
a  single  transmitter  feeding  one  monopole  antenna 
located  at  the  edge  of  the  carrier  deck.  The  change 
in  'the  pattern  which  would  occur  with  Ihc  addition  of 
another  transmitting  system  is  virtually  unpredict¬ 
able. 

The  place  where  the  far  field  of  an  antenna 
begins  Is  not  exactly  defined.  It  is  an  arbitrarily 
chosen  region  where  the  previously  described 
effects  begin  lo  be  evident.  For  small  radiators, 
it  Is  usually  considered  to  begin  at  a  distance  of 
approximately  one  wavelength  from  the  antenna. 

For  large  radiators,  2D2/X  (where  D  is  the 
largest  dimension  of  the  antenna)  is  commonly 
accepted. 
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Figure  2-S,  diarccterklks  of  a  Reflector  Antenna 


Antenna 


0.5  0.2 


0.05 


power  at  a  given  communication  frequency. 


ra  Typical  Field  Strength  Ccrdows  on  a  Carrier  Deck 


The  >■  ar  Hold  of  any  antenna  In  tho  region  or 
space  belv/er  ri  ihe  antenna  ard  the  beginning  of  tho 
far  Hold,  ft  l ;  composed  of  the  combination  of 
effects  from  two  region:;:  * tio  Inductive  region  and 
the  Fresnel  region.  The  inductive  region  Is  con¬ 
sidered  to  bo  significant  up  to  one  wavelength  from 
a.  1 1  antennas.  'Che  Fresnel  ce;>lon  (or  hilcrfcronce 
fi’/.lon)  is  c'm..ii','  i-r.-d  to  begin  one  wavelength  from 
•  he  anleniia,  and  its  noticeable  effects  extend  to  the 
beginning  of  lit.’  far  field.  The  rear  field  of  sldp- 
Ir.ar!  com tmtnlc  tf ion  antonnas  Is  such  that  there  Is 


little  effect  duo  to  Fresnel  interference;  conse¬ 
quently,  the  near  field  of  small  radiators  Is  con¬ 
sidered  to  be  made  up  entirely  of  the  Induction 
field. 

For  shipboard  radar  antennas,  the  Fresnel 
Inlerfcrcnce  Is  significant  and  cannot  be  Ignored. 
Since  tho  induction  field  Is  only  significant  to  dis¬ 
tances  comparable  to  a  wavelength,  this  usually 
amounts  to  no  more  than  a.  few  centimeters  for 
radar  antennas.  Insofar  as  11FRO  Is  concerned. 
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the  only  applicable  consideration  for  radar  fields  Is 
the  Fresnel  region,  since  It  la  unllkoly  tlvnt  ord¬ 
nance  will  be  employed  at  the  aperture  of  shipboard 
radar  antennas. 

2.5  ELECTROMAGNETIC  ENERGY  TRANSFER 

The  power  received  by  an  antenna  In  a  uniform 
field  Is  a  function  of  Its  effective  area  and  tho  power 
density  at  the  antenna  location.  Tiiat  Is, 


A/2 


•i 


G  * - Wv - 1  F 

1  ohm 


WRaAerPA* 


where 

Wr  is  the  power  (watts)  delivered  to  the  load 
impedance  across  live  antenna  terminals,  and 
Aer  is  the  effective  area  of  tho  antenna 
(meters2). 

The  effective  area  of  a  receiving  antenna  is  given  an 


Gn  x  2  ■ 

4  v 


Fie/uro  2-10.  An  CED  /Aalchod  fo  ti  Sfpolo  Antenna 

55,  The  characteristic  Impedance  and  length 
of  the  transmission  line  (formed  by  BE 
and  CF)  are  such  dial  the  one  ohm  load 
is  matched  to  the  antenna.  The  losses  of 
the  transmission  line  are  neglected. 

S.  The  antenna  ga  in  Gp,  relative  to  an  Iso¬ 
tropic  antenna  is  taken  ac  1.  C  >  (sec 
Figure  2-7). 

4.  The  field  strength  is  assumed  to  he  ?01 
volte  per  meter  at  30  megahertz. 


where 

Gr  =  gain  of  receiving  antenna,  and 

0  ' 

X  -  wave  length  in  meters  -  300/frcquency 
in  megahertz. 

This  expression  Is  for  the  maximum  effective  area 
of  an  antenna  and  it  occurs  only  when  Ihe  antenna  i3 
matched  to  its  load.  Therefore, 

\V_  =  G„  ^  JP.  If  the  power  density  at  the 

1  —fL - 6.  receiving  antenna  is 

v  known, 

or 

2 

\Vr,  =  Gn  Gr  Wv  X  if  the  power  trans- 

-  mitted,  distance  to 

(4  7t  r)^  transmuting  antenna, 

and  gain  of  trans¬ 
mitting  antenna  are 
known. 

These  equations  arc  valid  only  when  tho  lead 
is  matched  to  the  impedance  of  the  antenna  since 
the  expression  for  Aer  is  for  maximum  effective 
area  and  occurs  only  when  the  load  and  antenna  are 
matched. 

Tho  following  sample  calculation  illustrates 
tho  principle  for  determining  Uio  Induced  current  In 
an  EED  bridgcwlrc  which  terminates  a  half-wave 
resonant  dipole  antenna.  Wc  must  assume  tho 
following  conditions: 


Use  equation 

wR'2rx!*&1 

4  v 

where 

PA  =  E2  /IP.Oir  =  26.  6  wafta/matcr2,  and 
1VR  =  345. 8  watts. 

The  current  in  the  bridgewirc  of  the  EED  is 
calculated  from 

W  «  I2R 

where 

W  a  power  (watts), 

R  =  resistance  (ohms),  and 
I  a  current  (amperes). 

Thus,  for  R  a  1  ohm  (a  typical  value  for  EEDs),  wc 
have:  v 

.  I2  a  W/R  =  345.  8, 

I  »  18. 6  amperes, 

GR  »  1. 04,  and 

X  a  10  motors. 


1.  The  lead  wire  length  (AB  and  DC  arc 
arranged  so  that  a  half-wave  dipolo  In 
formed  (see  Figure  2-10).  This  antenna 
is  terminated  In  a  one  ohm  EF.D. 


Therefore, 


WR  «  1.  04  x 


x  ^10)  x20. 1 


waits. 
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Tbt  Induced  current  in  an  KID  bridgowtre  as 
pravtouaty  calculated  represents  a  worst  case  situa¬ 
tion  where  all  protection  normally  found  lit  the  ord¬ 
nance,  such  aa  shielded  cables  and  shielded  enclo¬ 
sures,  hare  been  omitted.  Also,  alt  loeeos  due  to 
transmission  line  and  impedance  mismatches  have 
been  ignored.  It  Is  a  theoretical  method  for  obtain¬ 
ing  maximum  values.  The  current  in  the  brldgewlre 
has  never  been  found  to  exceed  the  value  calculated 
by  this  method. 

« 

The  structural  enclosure  of  an  ordnnnco  item 
provides  some  electromagnetic  shielding  for  the 
enclosed  CCDs.  In  actual  conditions  found  In  ord¬ 
nance,  the  problem  of  analysing  the  details  of  the 
complete  mechanism  of  the  transfer  of  energy  from 
the  electromagnetic  environment  to  on  EED  docs  not 
lend  Itself  to  a  straightforward  theoretical  solution. 
However,  U  Is  unlikely  that  the  worst  case  oxa tuple 
could  occur  In  the  complete  ordnance. 


Panel  (d)  Illustrates  energy  transfer  occurr¬ 
ing  as  a  result  of  an  arc.  When  connection  Is  either 
mado  or  broken  between  any  two  ordnance  elements 
having  dlffcront  electrical  potentlals(e.g. ,  con¬ 
nectors  between  ordnance  and  launcher  or  between 
ordnnnco  and  tost  oqulpmont),  arcs  occur  which  can 
produco  largo  amounts  of  energy  at  all  frequencies 
Including  dc  and  low  frequency  ranges.  If  arcs 
occur  In  the  flrbtg  circuits,  this  energy  can  be  de¬ 
livered  to  an  EED  oven  If  tho  EED  Is  protected  by 
on  EMI  filter  (see  Chapter  VI). 

Under  any  of  the  conditions  Illustrated  In 
Figure  2-11,  the  energy  transfer  can  be  Increased 
by  tho  presence  of  personnel  In  close  proximity  to 
tho  ordinance.  The  human  body  displays  receiving 
or.tcnna  characteristics  and  con  thus  Increase  the 
efficiency  of  tho  transfer  path  of  electromagnetic 
energy  to  the  susceptible  portions  of  the  ordnance. 


Tho  exterior  of  tho  ordnance  may  be  cnor- 
glxcd  either  by  Incident  f lcl<ls  from  external  sourcos 
or  by  direct  coupling  from  Its  own  Internal  sources. 
Whatever  tho  source,  the  surface  distribution  of  cur¬ 
rent  and  charge  may  exhibit  stationary  patterns  de¬ 
pending  on  the  method  of  excitation,  tho  wavelength 
of  the  excitation  current,  and  the  geometry  of  tho 
ordnaiy:*?.  Those  patterns  arc  usually  very 
complicated. 

In  elcclrtcnl  ard  mechanical  form,  the  r r,- 
colvlns1:  antennas  of  the  ordnance  that  contr.t.  to 
the  IJITO  I’i-eblcm  am  not  necessarily  recognisable 
a;;  5rt„:  m  s.  7?”';'  may  <.  •  the  aircraft,  launchers, 
umbilical  caMca,  accc.-s  doors  ar.d  hatches,  or  dla- 
contlnui:' "i  In  shields,  but  they  nevertheless  func¬ 
tion  as  linear  antennas,  current  loop’j,  or  cavity 
and  slot  aperture  antennas. 


Attompts  to  analyze  the  amount  of  energy 
coupling  by  a  thoorellcnl  study  of  apertures,  lcad- 
to-load  Intorcoupllng,  lengths  of  wires,  Impedance 
match  or  mismatch,  and  effectiveness  of  shielding 
have  all  failed,  duo  to  the  complexity  of  tho  problem. 

2.6  MEASUREMENTS 

The  parameters  used  to  describe  the 
electromagnetic  environment  are  generally: 

E  °  electric  field  (voUs/moter), 

It  magnetic  field  (ampere  turns/ meter),  and 

2 

■^A  "  P°wcr  density  (watts/meter  ). 
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The  polarization  of  a  r-.dlatlng  source  Is  de¬ 
fined  in  terms  of  the  orienulion  of  the  electric 
field  with  respect  to  n  reference  plane  (usually  the 
surface  of  tho  earth).  Accordingly,  tho  polarization 
!s  rot  restricted  to  ibmnr  polarization  in  the  horl- 
zonlal  and  vertical  planes  ot  propagation  but  can 
contain  belli  horizontal  and  vertical  comp  .cents, 
ci.t.'.i'H;ihln;:  t’lipUcal  polarization. 


P*  ,ue  of  prop.iivattcn,  l.ut  toll  ova  the  polarization 
forms  of  the  electric  field. 

‘f’hi'  In-  f.’intanemis  pow  m  flow  per  unit  area 
from  :i  rndl.dtng  source  may  be  represented  by  the 
’’■jlyntlnj:  vector: 

•  K  X  U. 


,u-n>  n.t 

.  M  t  'I  • 

m»v  c- 

■  IH  -i 


■  t  .  n- 

it  y 

:t  i.fl  s 
I  £vnti> 

■>’  r 


Yu  *  -t  inlne  th*  outward  jM^-er  (lev,*  from  n 
riven  I'r.-li.-’nr  isi  n  pmr.t  in  -i.-Arr,  !!  r  piwedltv;  ex* 
pir-t a’.iii*  n.".  i!  1  i>  int.'.-r.il,  I  ,h.'s  a  e.'inph  to  rvrlr, 
r-|  ■  a  i,  i  i  #r'  term  r.>->  :•  u  n-lilt  in  r.itetdA.inr  !:-,c  r 

Best  Available  ... 


Dlilrlbuled 


Unshioldcrl  umbilical  cables  form  vertical 
or  loop  antennas  coupling  energy  directly 
or  by  Induction  to  bridge  wire. 


*  ' 


(c)  Slot  Antenna 

Oietoctrk  Idled  gaps  form  dot  antennae 
coupling  energy  into  weapon. 
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Open  access  door  lor  ms  rperturu  antenna 
coupled  to  cylindrical  cwlty,  in^'nd 
wiring  forms  loops  or  ptol>2'  to  couple 
cncigy  to  bridge  wires. 


The  II F  arc  striking  an  uproteetrd  CCD  lead 
can  r.auie  low  Irertuency  and  DC  currents  to 
I'ow  In  the  CCD  circuit  even  though  the  inter 
Is  used  for  protection. 


flrjum  ?->).  V’/nyi  in  V/hith  O ttfrwme  Components  Cnn  function  As  Rp( Wvinp  Antonnns 


t* 
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.  density  ot  a  source  of  radiation  la  the  complex 
Polyntlng  vector 

PA  -  1/2  Re  (E  xR*), 

whore  R*  Is  the  complex  conjugate  of  R, 

• 

In  tho  far  field  of  a  radiation  source ,  E  and  R 
aro  transvorse  to  the  direction  of  propagation  and 
are  complicated  only  by  the  nature  of  their  polari¬ 
sation,  which  may  consist  of  both  vortical  and  hori¬ 
zontal  components.  In  the  near  field,  E  and  R  are 
farther  complicated  by  having  components  that  are 
not  transverse  to  the  direction  of  propagation  and  by 
the  existence  of  the  reactive  fields  of  the  radiation 
source. 

Field  measuring  devices  can  bo  divided  Into 
throe  basic  categories:  (1)  those  sensitive  to  the 
electric  component,  (2)  those  sensitive  to  tho  mag¬ 
netic  component,  and  (3)  those  sensitive  to  the 
power  density.  An  Ideal  measuring  device  would  be 
sensitive  to  the  power  donslty  and  capable  of  sum¬ 


ming  the  contribution  of  all  field  components  at  the 
point  of  measurement.  Since  this  Ideal  Is  not  easily 
realized,  the  measuring  techniques  must  compensate 
for  the  limitations  In  measurement  devices. 

At  communications  frequencies,  ft  Is  common 
to  use  field  measuring  equipment  that  Indicates 
either  the  electric  field  Intensity  E  (volts/meter)  or 
the  magnetic  field  strength  H  (ampere  turns/meter). 
At  radar  frequencies,  It  Is  common  to  use  equipment 
that  measures  power  density.  Although  the  above  is 
not  an  absolute  rule,  the  types  of  detectors  and  their 
frequency  characteristics  have  made  It  convenient. 

Some  measuring  devices  employ  electric  or 
magnetic  field  detectors  and  electronically  convert 
the  indication  to  power  density  or  to  the  unmeasured 
electric  or  magnetic  component  of  the  field.  It 
must  be  remembered  that  the  conversion  of  E 
or  II  directly  to  Pa  is  valid  only  when  the  re¬ 
lationship  between  E  and  II  Is  known.  The  re¬ 
lationship  of  -E/H  In  the  near  field  is  not  known  and 
is  unmeasurable. 
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Chapter  HS. 

•  ELECTROEXPLOSIVG  DEVICES 


3.0  GENERAL 

Electroexplosive  devices  (EEDs)  are  used 
extensively  In  naval  ordnance  for  a  wide  variety  of 
applications  (see  Table  3-1),  They  can  take  a  large 
number  of  different  configurations  but  their  essential 
nature  remains  the  same.  A  schematic  diagram  of 
a  hot  brldgewtre  (HBW)  EED,  the  type  most  com¬ 
monly  used,  Is  shown  in  Figure  3-1.  An  EED  of 
this  type  is  normally  Initiated  by  heating  the  bridge- 
wire  with  an  electric  current  thus  Initiating  the 
primary  charge  surrounding  it.  The  primary  charge 
sets  off  the  booster  charge,  which  In  turn  sets  off 
the  main  charge.  Although  some  types  of  EEDs  that 
utilize  lirldgcwiroo  arc  Initiated  by  shock  waves 
produced  by  the  vaporization  of  the  brldgewlrc,  heat 
is  the  most  commonly  used  method  of  initiation. 


An  EED  is  defined  as  "an  electric  Initiator  or 
other  component  In  which  electrical  energy  Is  used 
to  initiate  an  explosive,  propellant,  or  pyrotechnic 
material  contained  therein".  The  energy  source 
used  to  Initiate  tills  device  Is  normally  an  ac  or  dc 
firing  circuit.  However,  by  the  nature  of  Uie  de¬ 
vice,  any  electrical  energy,  including  electro¬ 
magnetic  energy  conducted  to  the  device  from  the 
t  environment  that  the  weapon  may  be  in,  can  initiate 
It.  This  is  the  basic  HERO  problem.  Since  the 
HERO  problem  stems  from  the  use  of  EEDs',  they 
should  not  be  used  In  ordnance  unless  non-olectrtc 
devices  or  other  electric  devices,  which  are 
equally  reliable  and  effective,  are  not  available. 

This  chapter  describes  the  manner  In  which 
EEDs  function  and  discusses  the  susceptibility  of 


Tabic  3-?.  Typical  Applications  of  EEDr. 

Rocket  Ordnance 


Ignition  systems  for  solid  and  liquid  propellant  rockets 
Explosive  actuation  of  battery  systems 
Explosive  mechanical  detents 
Detonators  fox-  warheads 

Guided  Missiles 


Ignition  systems  for  solid  and  liquid  propellants 

Explosive  actuation  of  relays,  switches,  and  valves 

Self-destruct  systems 

Power  for  electric  generators 

Power  for  gyroscopic  guidance  systems 

Power  for  control  surfaces 

Separation  of  nose  cones 

Inflation  of  flotation  bags  for  recovery  Bystems 

Detonations  for  warheads 

Aircraft 


Jettison  of  wtng  tanks,  pods,  and  cargo 
Ejection  of  bombs,  seats,  rockets,  and  canopies 
Launching  of  rockets  and  missiles 
Launching  of  aircraft 

Actuation  of  emergency  hydraulic  systems 
Starter  units  for  jet  engines 
Fuzes  for  bombs,  rockets,  and  missiles 
Primers  for  gun  ammunition 

Shipboard 


Primers  for  large  gun  ammunition 

Euz.es  and  charges  for  mines,  depth  charges,  and  torpedoes 
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Primary 


Bridgovvire 


Figure  3-7.  Schematic  Diagram  of  Hot  Bridgeware  FED 

such  devices  to  electromagnetic  energy.  The  ad¬ 
vantages  ami  disadvantages  of  representative  typos 
of  available  EEDs  arc  Indicated.  The  purposo  Is 
(1)  to  give  the  designer  background  InformaHon 
essential  to  an  understanding  or  the  HERO  problem 
as  It  rotates  to  EEDs,  and  (2)  to  assist  him  In 
selecting  an  EED  that  la  suited  both  to  the  require¬ 
ments  of  his  weapon  and  the  requirements  of  HERO. 

3.1  TYPES  or  KAXAHOS 

(1)  Inadvertent  Initiation 

One  of  the  adverse  effects  of  oieclro- 
mapiotlc  energy  on  a  weapon  Is  the  Inadvertent 
Initiation  of  the  EED.  This  can  cause  the  weapon  to 
operate  prematurely  in  Its  design  mode,  thus 
creating  a  safety  problem.  If  the  EED  fires  either 
out  of  nee  In  r.  prescribed  order  of  EED  firing 

or  before  the  weapon  ’•*  armed,  *!ie  tv.-a/on  can  bo 
d’.id.i  .v!  r  !.  cod  J'jC'T/er.or;;!. 


between  pultoa  la  shorter  titan  the  thermal  time 
constant  of  tho  bridge  wire,  successive  pulses  con 
progressively  olovato  tho  brldgowlro  tamperature 
until  the  Initiation  tcnt|>ornturo  Is  roachcd.  Figure 
3-2,  In  which  the  heat  Increase  Is  shown  graphically, 
demonstrates  that  tho  temperature  will  rlso  from 
the  amblonl  level  until  It  roaches  a  final  equilibrium 
potnt,  aftor  which  no  further  Increases  will  occur. 
Tills  final  temperature,  which  ts  a  function  of 
pulse  amplitude,  pulse  duration,  repetition  rate 
(duty  ratio),  and  tho  thermal  time  constant,  may  bo 
sufficiently  high  to  cause  duddlng  or  even  to  Initiate 
the  EED.  In  considering  the  hazard  In  pulsed  en¬ 
vironments,  tho  effects  of  thermal  stacking  must  be 
considered.  Tho  maximum  safe  (tower  densities 
Indicated  by  Figures  2-2  and  2->l  tako  Into  account 
the  effect  of  thermal  stacking. 

f 

3.2  MODES  OF  RF  EXCITATION 

There  are  two  modes  of  rf  excitation  In  an 
EED;  tho  differential  mode  and  the  coaxial  modo. 

In  the  differential  male,  Iho  two -wire  firing  leads 
are  balanced  and  Ihc  electromagnetic  energy 
propagates  to  the  EED  between  Ihc  two  wires  In  the 
same  manner  as  the  normal  ac  or  tie  firing  current. 
This  will  cause  Joule  (resistance)  heating  of  tho 
brldgowtrc,  (hereby  causing  Inadvertent  initiation 
or  duddlng  of  the  EED.  Figure  3-3  Illustrates  tho 
differential  mode  of  excitation.  In  this  male  It 
might  appear  tlia if  a  large  mismatch  of  impedance 
occurs  between  the  EED  and  the  transmission  line, 
which  Is  usually  the  case,  most  of  the  electro¬ 
magnetic  energy  would  be  reflected  at  the  EED. 
Although  most  of  Iho  energy  Is  reflected,  enough 
can  bo  transmitted  to  produce  a  hazardous  condi¬ 
tion. 

In  a  coaxial  firing  system,  Uic  energy  propa¬ 
gates  between  two  concentric  conductors.  The 
center  conductor  is  a  wire  or  metal  rod  and  is 
contained  inside  a  cylindrical  conductor,  such  as 
a  shield,  that  la  concentric  with  it.  For  thin  type 
of  firing  system  the  coaxial  mode  of  rf  excitation 
is  obvious  and  the  energy  transmitted  will  cause 
joule  healing  in  the  bridgowlre  just  as  the  ac  or  clc 
tiring  current  does.  (Figure  3— l). 


Ifi'.t!  g  i b:d  by  electromagnetic 
fief;"/  ’’ arm’  of  ice  h.  idgc.vln: ,  even  -hough  it 
may  b  •  \  •'vf.'iolctd  >0  t guile  Ihc  pr  imary  explosive, 
•\»n  appreciably  red  ie<j  lbs  •ensliivlly.  If  continued 
over  a  p  -j,  !  of  time,  iMr.  heal  can  make  tho  prl- 
’Tnry  ni'  x  o>>  i >* ': i.vr  1  li vt  Unit  the  EED  cannot  1)0 
fired.  ;;  r  ;  Leo  burn  out  the  brtagevlre  rendering 
the  EED  nee!  , -S3.  TM a  h  ivnul,  culled  duddlng  of 
the  FED,  !  ;  as  unde. livable  from  •  irdl-hilUy 
Mui/p- .I,.'.  a..i  ir.idva.  vi."...!.  inili.ttion. 

i . 5  7b  : rr  .  -I  .<■/ riii-j 

fa  p  :l  .  d  e!  -■ .,,1.1  i;iv-llc  environments 
i  r, Mi.ir,  tli-  rc  oeruiM  a  plrw'iie.noii  called 
”h,  .  .  !  •;  * , i  ■"  ran  lucre. i  ’.«•  Ilie  likelihood 

'*f  h  '  •  IniH.illeu  or  dudd'ieg.  The  heul 


The  coaxial  mode  can  also  be  established  on 
a  two -wire  balanced  shielded  system.  In  this  case 
the  two  load  wires  servo  as  die  center  conductor 
and  Ihu  shield  serves  as  the  outer  one  (Figure  3-5). 
In  a  two-wire  balanced  system,  energy  transferred 
to  tho  EED  In  the  coaxial  mode  will  cause  a  high 
potential  to  be  developed  from  the  bridge  wire, 
through  the  explosive  mix,  to  the  EED  case.  This 
can  cause  arcs  to  occur  in  the  explosive  mix  or  can 
cause  dielectric  heating  of  Die  mix.  The  coaxial 
mode  can  lie  established  on  a  Iwo-wlre  system 
through  a  high  Impedance  connector  or  a  break  in 
Hie  shield. 

3.3  Dhsic-M  facto:;.*;  afficvimij  tco 

Sr.UCYlON 


■  !•••■  of  energy  m  iy  lie  In  - 
FED.  bid  if  'hr  lime 


Ta  ■■ 
designer 


Best  Available  Copy 


mledlng  an  El’D  for  use  In  a  wna]x>n,  the 
should  lie  aware  of  lb..  Inherent  design 


BrVJ-eiMr*  Temper  rturt  (Above  Ambient) 
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figvro 


Increasing  Timo - f»- 

3-2.  Temperature  fncroosv>  Duo  to  Tiionnci! 
SfOCnlVj 


fontnroB  of  the  vartouB  typc*s  of  EEJ3s  us  they 
affect  the  weapons  susceptibility  In  the  electro¬ 
magnetic  environment.  Brief  descriptions  of  the 
typos  of  EEDo  presently  available  to  Ihe  designer 
with  a  discussion  of  methods  of  determining  EED 
sensitivity  are  provided  In  paragraphs  3.  4  and 
3.5. 

3 A  AVAir./lHLU  TYPbS  OF  B.-DG 

(!)  Hof  rtrkl'j O'.: ire  Devices 

The  type  of  EED  most  widely  used  at  the 
present  lime  Is  the  hoi  brldgcwlrc  (HEW)  device. 
Four  common  JIDW  circui  ts  are  shown  In  Figure  3-6. 
Types  A  and  Ii  are  generally  preferred  for  HEKO 
use,  while  tlio  use  of  C  and  D  Is  generally  die- 
; couraged. 

The  one  ampere/one  watt  requirement  of 
MTL-I-23B58  B(AS)  for  the  IIDW  device  may  3orvo 
to  reduce  the  har.ard  from  electromagnetic  energy 
In  proportion  to  (he  Increase  In  Die  power  required 
to  fire  the  EED.  However  adherence  to  this  re¬ 
quirement  alono  will  not  solve  the  HERO  problem. 

It  ts  apparent  from  the  maximum  safe  field  curves 
(Figures  2-3  and  2-4)  and  the  maximum  environ¬ 
mental  levels  (Table  2-1)  that  the  potential  hazard 
could  not  be  eliminated  for  some  weapons  systems 
oven  If  one  ampere/one  watt  1£  lib's  were  used  in 
(hose  systems. 


f iguro  3-3.  Differential  Modo  of  RF  Excitation  in  a  Two  Wire  Firing  System 


Selcclion  criteria  for  a  one  ampere/one  watt 
EED  should  consider  design  techniques  used  by  the 
manufacturer  to  conform  to  Ihe  no-ftre  stimuli  re¬ 
quirements  of  J.TIL-I -23059  D(AS).  Occasionally 
the  heal  dissipation  requirements  of  such  an  EED 
arc  achieved  by  introducing  metallic  materials  Into 
Hie  explosive  mix  or  kiseptiig  of  the  device.  The 
presence  of  llm.se  innlorlab;  may  provide  a  common 
mode  current  jrUli  for  ch’ctromapiotlc  energy  from 
a  firing  lead  through  Ihe  explosive  mix  or  bar.cplug 
to  the  case  of  EED.  The  device  may  bo  more 


sensitive  to  electromagnetic  energy  through  this 
mode  than  to  Uic  intended  (pin-to-pln)  firing  mode. 

(2)  Exploding  Briclgewlre  (EBW)  Devices 

The  physical  appearance  of  an  exploding 
brldgcwlrc  (EDW)  Is  similar  to  that  of  the  more 
conventional  IlHW  type.  The  major  difference  ts 
the  absence  of  the  sensitive  primary  explosive  on 
Hie  brldgcwlrc.  The  operation  of  the  EDW  utilizes 
thermal  and  mechanical  phenomena  that  result  from 
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Figure  3-4.  Co axial  Modo  of  R F  Excitation  In  a  Coaxial  Fifing  System 


rlgvn  3-5.  Coaxial  Mode  o!  liF  Excitation  in  Two  Wire  Firing  System 


Li;'.-  -.I1':  I’.ou  oC  •*.  brg'  amount  o."  dactrlcal 

cm'-.'.r;  U’V.  I.su  <>■  rep*  l!y  np”tl  :C  to  Iho  bridge- 
wfro.  Me.  plowing  beld, ur, vice  dl;  tolly  Initiates 

r.  h-o <>,.:■  j  !  v;»!or:ivi>  such  .is  PK7M  or  RI3X.  This 
ell nd. ■*%!.'  - 1  of  the  prlm..ry  explosive  greatly  reduces 
th2  ::  n  .'M  vUy  of  Ur:  MhvV.  Tn  order  to  Initiate  an 
L’V>”/,  :•  :;u  In  the  ovdo >•  of  thousands  of 

um| he  appMod  In  r.lcnixerotids.  It 
vvc'iM  t. :  '"hh'-ly  for  (id;:  happen  accidentally  In 
any  cl  ■■‘••o  magnetic  cii.ltorn-.er>!.;  therefore,  the 
ha ’.'.nr.  I  o'  i.;:-.d'/*:rte;it  IniMclton  li;  considered 
noi.’l?.  Iio-v:ver ,  a.  current  InsufUcienl  to  Inl’hUc 
the  d.;.‘.e  ■  e ,-n  !«>r.»  o  r  the  hrLlgcwtrc,  (law 
c.-TM  ■  ;  dr;  K W/. 

■  plage  of  dfcr-as.ed  :  msUUdty  In  (he 
7..  ".!  '  hi  i!  grtm  by  the  complexity  of 

lh  •  ;  t.  tn  ;  rn. 


<:-Mi.-b.>:hvo  r.».T;c  lil-tts 

In  the  conductive  ml”  EKO,  (hi  firing 
current  Is  carried  by  the  explosive  mix  rather  than 
by  :i  brldgev/lro.  The  current  nalh  Is  a  powdered 
conductive  material,  usually  graphite,  mixed  with 
primary  explosive.  Eledvlcal  current  is  passed 
between  (he  leads  through  the  conductive -explosive 
mix.  The  flow  of  current  causes  "hot  spot"  heating 
but  brings  Iho  explosive  mix  to  Us  initiation 
temperature. 

The  voltage  re  hut  red  for  firing  a  con¬ 
ductive  mix  MED  varies  from  10  to  50  volts.  Firing 
times  (throe  to  ten  microseconds)  are  much  shorter 
than  for  I1HW  devices  because  Iho  thermal  time 
constant  tr  much  smaller.  The  energy  require¬ 
ments  are  small  (as  low  as  ion  ergs). 
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J  6  four  Typoi  of  Hot  ftridgov/ho  f!!ti\V)  Ul'i'x 


A  rmnlHT  of  design  problems  are  associated 
.  •■  “r  rnmluctlvc  mix  EED.  These  problems  are 
»,  '- •*»«•<!  in  the  quality  control  and  production  of 
t  f  it  rathrr  than  In  theoretical  concepts  of  dc- 
-  i  resistance  of  llto  mix  varies  widely  with 
*•’  '  H-enrtly  of  the  mixture  of  explosive  and 
-  uve  particles.  The  resistance  is  usually  In 
s  !.  r  of  hundreds  of  ohms  and  seems  to  bo 

. . I.trlv  well  matched  to  the  Induced  rf  currents. 

"  ■  f 4  -r*-.  conductive  mix  EEDs  are  not  rccom- 
: - --t  f.,r  usp  by  o,e  Navy  at  this  time. 

i4l  Carbon  Bridge  EEDs 


^**rr 


In  Ihe  carlion  brldgo  EED,  Ihc  metal 
•  ;r.-  tr.  replaced  t,y  a  conducting  bridge  of 
.  Collodnl  graphite  serves  as  a  bridge 
n  two  closely  spaced  electrodes.  The 


graphite  particles  form  a  resistance  element  that 
varios  from  a  few  hundred  ohms  to  ab  high  as  ten 
thousand  ohms;  thus,  (he  voltage  sensitivity  of  the 
carbon  bridge  EED  varies  considerably  among 
supposedly  identical  units.  The  carbon  bridge  EED 
has  boon  found  to  be  very  sensitive  to  induced 
electromagnetic  energy.  MIL-I-23059  B(AS) 
states  that  carbon  shall  not  be  used  as  bridge 
material.  From  the  IIERO  standpoint,  it  is  recom- 
mendod  that  the  designer  avoid  electroexplosive 
devices  having  carbon  bridges. 


3.5  snwsrfmn'  mhis?rgmb«7- 


In  addition  to  selecting  an  EED  of  a  suitable 
type,  the  designer  must  know  its  firing  sensitivity. 
Tim  various  types  of  EEDs  now  available  are 
;  usually  classified  by  their  current  sensitivity. 
Maximum  No-Fire  has  been  established  as  "the 
greatest  firing  stimulus  which  does  not  cause  in¬ 
itiation,  within  five  minutes,  of  more  then  1.0  per¬ 
cent  of  all  electric  initiators  of  a  given  design,  at 
a  95  percent  confidence  level." 

The  statistical  test  commonly  used  to  de¬ 
termine  current  sensitivity  is  the  Bruceton  Test. 
This  tost  yields  an  excellent  estimate  of  the  moan, 
but  a  poor  estimate  of  the  standard  deviation. 

When  an  EED  supplier  or  manufacturer  givc3  no- 
firc  characteristics,  toe  weapon  designer  should 
determine  what  method  was  ur,ad  to  obtain  these 
characteristics  before  they  are  accepted. 

In  general,  the  designer  is  given  a  require¬ 
ment  for  an  EED  which  will  perform  a  certain 
function  within  a  specified  time  after  the  application 
of  the  firing  stimulus.  Also,  a  certain  reliability 
requirement  is  attached  to  the  performance  of  Uiis 
function.  Ihe  obvious  approach  to  fulfilling  those 
requirements  is  to  uso  the  largest  power  source 
allowed  by  (he  system  in  conjunction  with  a 
sensitive  EED.  However,  in  designing  with  IIERO 
in  mind,  (he  least  sensitivie  EED  should  be  used. 
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4.0  GUNmAL 

Many  of  the  weapons  that  arc  used  by  the  Navy 
have  subsystems  and  living  systems  that  arc  ex¬ 
terior  to  the  weapon.  These  exterior  systems,  to¬ 
gether  with  their  connecting  circuitry,  can  augment 
the  HERO  problem.  The  design  of  ordnance  that 
meets  the  HERO  requirements,  requires  that  the 
effect  of  the  electromagnetic  environment  on  the 
system  as  a  whole  be  considered  for  all  situations 
that  the  weapon  is  expected  to  encounter  in  its  stoek- 
pile-to-launch  sequence.  There  are  many  situations 
during  this  sequence  in  which  electromagnetic  ener¬ 
gy  can  enter  the  weapon.  This  energy  must  be  ex¬ 
cluded  at  all  times  if  the  weapon  is  to  be  HERO  safe. 
In  addition,  tin:  weapon  must  be  designed  so  that  the 
handling,  loading,  and  testing  techniques  that  must 
be  used  do  not  create  additional  HERO  problems. 

The  design  of  (he  firing  system  is  of  particular 
importance  in  reducing  the  susceptibility  of  the  ord¬ 
nance  to  the  electromagnetic  environment.  Because  the 
firing  system  provides  the  path  for  transferring  the 
firing  energy  to  the  EKD,  it  can  also  provide  the  path 
for  transferring  electromagnetic  energy  to  the  EED. 
Only  in  a  few  types  of  ordnance  will  the  firing  circuit 
be  completely  contained  within  the  structure  so  that 
the  required  level  of  shielding  effectiveness  is  pro¬ 
vided  by  the  metallic  skin.  When  the  level  of  shield¬ 
ing  effectiveness  provided  by  the  system  is  not  suf¬ 
ficient  to  preclude  HERO,  the  designer  will  need  to 
utilize  the  firing  system  design  practices  discussed 
in  this  chapter. 

4.7  t.MiiOG  GVSV Ft, VS 

A  firing  system,  for  the  purpose  of  this  dis¬ 
cussion,  consists  of  a  power  source,  transmission 
lines,  and  all  control  and  switching  circuits  re¬ 
quired  to  control  and  transfer  power  to  the  bridge- 
wire  of  an  EED.  Figure  4-1  illustrates  the  basic 
elements  of  a  typical  firing  system.  Ail  firing  sys¬ 
tems  can  be  divided  into  two  basic  categories:  (1) 
low  voltage  systems  used  to  initiate  HBW  EEDs, 
and  (2)  high  voltage  systems  used  to  initiate  EBW 
EEDS.  There  arc  many  variations  of  these  two 
typos.  Firing  techniques  can  vary  from  a  simple 
switch  closure  to  sophisticated  codcd-pulse 


systems.  The  exact  nature  of  the  mechanism  used 
to  initiate  the  EED  in  any  type  of  ordnance  is  usually 
dictated  by  the  mission  or  specific  ordnance  applica¬ 
tion. 

Electromagnetic  sources  with  frequencies 
above  10  KHz  should  not  be  used  to  provide  the  initi¬ 
ating  energy  for  EEDs.  If  a  coded  firing  system  is 
used,  the  receiving  equipment  as  well  as  the  firing 
system  must  bo  protected  from  the  electromagnetic 
environment.  The  receiving  equipment  must  not 
permit  false  indications  during  exposure  to  the  en¬ 
vironment  since  this  might  result  in  premature  EED 
initiation  and  possibly  ordnance  actuations. 


Poor  wiring  practices  are  prime  factors  con¬ 
tributing  to  the  coupling  of  electromagnetic  energy 
Into  a  firing  system.  Among  the  areas  in  which  this 
commonly  occurs  arc  circuit  configuration  and  cable 
routing.  Figure  4-2  illustrates  poor  wiring  tech¬ 
niques  from  the  HERO  standpoint.  The  launch  tube 
is  insulated  from  the  launcher  pod  and  serves  as  one 
of  the  firing  contacts.  One  lead  of  the  EED  is  con¬ 
nected  to  the  weapon  skin  and  hence  to  the  launch 
tube  by  a  contact  spring  when  the  weapon  is  loaded. 
The  other  side  of  the  EED  is  brought  out  of  the 
weapon  to  a  firing  button,  which  is  electrically  con¬ 
nected  to  Ilia  launcher  pod.  This  configuration  is 
particularly  susceptible  during  any  handling  and 
loading  operation.  If  personnel  touch  the  weapon 
skin  after  the  firing  leads  are  connected,  electro-  " 
magnetic  energy  can  be  coupled  from  the  aircraft 
through  the  EED  to  the  deck.  This  firing  circuit  de¬ 
sign  is  basically  hazardous.  If  the  weapon  wore  to 
be  made  HERO  safe,  the  firing  circuit  would  have  to 
be  redesigned.  Firing  circuits  should  always  be  a 
two-wire  balanced  system"  isolated  from  ground  so 
that  no  direct  path  for  electromagnetic  energy  to  the 
EED  exists  during  handling  or  loading  of  the  weapon. 

Improper  routing  of  firing  circuit:  wiring  or 
cables  can  cause  the  weapon  to  be  HERO  susceptible. 
All  firing  circuit  wiring  should  be  isolated  from 
other  wiring  and  cables  in  the  system  to  prevent 
cqupling  energy  from  one  circuit  to  the  other. 


figure  4-1.  Basic  FJcmonls  of  Firing  Sysloms 
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Firing  Switch 


AIRCRAFT 


WEAPON 


■  Umbllicel  Cibk 

/Launch  Tuba 
Insulated  From 
Launcher  Pod 


’  Contact 
Spring 


SINGLE  SHIELD  FOR  WIRING 


LAUNCHER  POD 

Figure  4-2.  Improper  Firing  Syslom  Wiring 

Coupling  between  circuits  exists  when  the  cur¬ 
rent  flowing  in  one  circuit  produces  a  current  in  tho 
other.  The  mutual  elements  which  can  couple  energy 
arc  resistance,  inductance,  capacitance,  or  any  so- 
ries  or  parallel  combination  of  these  elements.  An 
example  of  coupling  possibilities  Is  suggested  in 
Figure  4-3.  Coupling  can  be  prevented  by  shielding 
each  circuit,  or  to  a  lesser  degree,  by  tho  physical 
separation  of  the  wiring  (see  Figure  4-1).  To  pre¬ 
vent  energy  from  the  electromagnetic  environment 
from  coupling  into  tho  wiring  within  a  shielded  enclo¬ 
sure,  circuit  conductors  shall  not  pass  through  holes 
in  the  shield  unless  shielded  as  described  in  Chapter 
V.  Also,  conductors  shall  not  pans  within  one  inch  of 
holes  in  tho  shield  and  these  holes  shall  bo  no  greater 
than  1/4  inch  in  diameter.  This  is  Illustrated  in 
Figure  4-5. 
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Figaro  4-5.  Mo/os  in  i'  jrlially  S;w\.,V  ,  '  Weapon  See.’hns 
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EEC  Urine  circuit  wiring  uhould  be  ns  short  no 
poMlblo  and  the  lead*  equal  In  length  to  minimise 
induced  voltages,  as  shown  in  Ficruro  4*0.  The  fir¬ 
ing  circuit  leads  should  be  twisted  uniformly  to  re- 
dueo  tho  effective  area  of  the  pickup  loop  created  by 
them  and  to  cancel  the  voltage  that  may  be  induced. 


Ut*qw?  tod  t.f.'itr'is 


ACCEPTABLE 


If  sections  of  the  weapon  are  non-metalllc,  all 
cables  and  wiring  in  the  firing  system  that  pass 
through  this  soctlon  must  be  properly  shielded  and 
filtered  to  preclude  the  HERO  problem.  Non- 
mctalllc  housings,  such  as  fiberglass  and  plastic, 
do  not  afford  any  protection  to  the  firing  system . 

4.3  SAFE  AND  ARf/i  PrVKXS 

Flguro  4-0  1c  an  examplo  of  a  typical  limv 
firing  systom  that  includes  an  electrical  safe  and 
arm  dcvlco.  In  tills  cnmplo,  the  firing  leads 
between  tho  power  source  and  the  EED  arc  opened 
and  tho  EED  leads  are  shorted  t~>  ground  by  the 
safe  and  arm  switch.  Tho  open  contacts  In  a 
properly  filtered  firing  system  will  provide  protec¬ 
tion  from  arcs  that  might  cause  initiation  during  the 
f  loading  and  handling  operations.  Tho  arming  proc¬ 
ess  causes  tho  switch  sections  to  move,  removing 
the  short  to  ground  from  the  JJT2D  lends  and  connect¬ 
ing  tho  EED  lend3  to  the  firing  circuit.  Tho  ord¬ 
nance  is  thereby  armed  and  ready  for  firing. 


* ' 


Twilled  Shielded  Pair 


f/g  re  fircc,  "cf  food  tc:ig;.*is  crr.J  Tv.'":!  ' 
Sfth!-!~d  Ptrir 

Caps  or  shorting  plugs  are  required  during 
storage  on  many  weapons  for  protection  from  static 
charges.  From  the  HERO  standpoint,  caps  arc  pre¬ 
ferred  to  shorting  plugs  because  a  cap  las  no  actual 
connection  to  the  firing  circuit.  The  cap  should  bo 
conductive  so  that  it  completer,  the  shield  when  it  is 
installed.  In  some  cases  a  shorting  plug  can  actu¬ 
ally  increase  the  susceptibility  of  the  weapon  to 
electromagnetic  energy  by  creating  a  loop  antenna 
with  the  EED  circuit.  Also  during  its  removal  and 
replacement,  it  can  provide  a  path  for  rf  currents 
to  flow  to  the  EED  circuit.  Shorting  plugs  can  be 
designed  so  that  they  reduce  the  HERO  problem 
(Figure  4-7).  They  must  be  consiructcd  of  conduct¬ 
ive  material  and  designed  so  that  during  installation, 
the  shield  makes  and  maintains  peripheral  shielding 
contact  prior  to  the  shorting  of  tho  firing  circuit. 
Also,  a  good  Insulating  coating  on  all  exposed 
surfaces  of  the  plug  will  add  additional  protection 
during  installation  and  removal.  The  thicker  lido 
insulation  Is,  up  to  approximately  1/4-Inch,  tho 
more  protection  It  wili  provide,  particularly  in  Ihe 
hazardous  2  to  32  megahertz,  region. 

Some  multistage  weapons  require  exhaust 
ports  for  venting  (he  engine  exhaust  generated  dur¬ 
ing  stage  separation.  Tho'ic  exhaust  ports  arc  per¬ 
manent  aperture.';  in  the  weapon  shield;  therefore, 
all  cabling  and  components  of  the  firing  system  In 
tills  section  of  fhc  weapon  must  be  carefully  shielded 
and  filtered  to  preclude  HERO, 


A  mechanical'  safe  and  arm  device  such  ;.s 
shown  In  Figure  4-9  la  oiten  used  to  misalign  Ihe 
explosive  train  when  in  the  safe  condition.  It  does 
not  solve  the  HERO  problem  because  tho  EED  is 
not  affected  cither  mechanically  or  electrically 
by  the  functioning  of  the  device.  Thus  the  EED  can 
still  be  inadvertently  initiated  or  kidded  v.y  efr-  tro- 
magnctic  energy.  This  type  of  device  is  used  pri¬ 
marily  for  safely  reasons  and  Is  often  combined  with 
the  electrical  safe  and  arm  device. 

In  some  cases,  an  EED  may  bo  used  to  pro¬ 
vide  the  mechanical  energy  to  operate  the  safe  and 
arm  device.  EEDs  used  for  this  pur-pose  must  be 
protected  from  the  environment  because  their  inad¬ 
vertent  initiation  can  cause  tho  weapon  to  be  armed 
at  an  undesirable  time. 


lltT.O  pRCIR/tfAf-  Cr  FIRING  SYCYEJV.il 


Examples  of  firing  system  designs  that  cause 
ordnance  to  be  HERO  susceptible  are  given  in  this 
section.  These  examples  arc  based  on  actual 
weapon  design,  and  the  expedients  discussed  arc 
considered  interim  measures  (retrofits)  allowing 
ordnance  to  remain  operational  in  present  electro¬ 
magnetic  environments.  They  nrc  not  considered 
as  having  completely  solved  the  HERO  problem  or 
ns  having  rendered  unsatisfactory  ordnance  designs 
completely  satisfactory. 

Aircraft  and  surface  launched  weapons  pose 
Iho  greatest  hazard  because  they  must  be  handled 
and  loaded  In  high  level  electromagnetic  environ¬ 
ments,  and  they  generally  have  subsystems  or  firing 
systems  that  aro  exterior  to  the  weapon.  Underwater 
launched  weapons  are  not  usually  exposed  to  tho  high 
level  environments,  and  Urn  nature  of  their  deslptis 
such  ns  to  provide  more  protection  from  the  environ¬ 
ment  than  is  provided  by  either  air  or  surface 
launched  weapons.  They  can  bo  exposed,  however,  to 
high  level  environments,  particularly  when  they  are 
being  transferred  to  a  ship  or  submarine. 
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SHORTING  PLUG 


Figur a  4-7.  Shorting  Plug  for  Weapon 
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Figure  4-9.  Mediunica!  Sole  and  Ann  Device 


Figure  4-10  shows  a  typical  aircraft  weapon 
firing  system.  As  can  be  seen,  the  cables  attached 
to  the  weapon  can  be  quite  extensive  as  they  thread 
through  the  aircraft.  The  cables  run  from  the  pilot's 
control  console  (1)  through  the  fuselage,  adjacent  to 
radio  and  radar  equipment  (2),  Into  a  multi-conductor 
cable  bundle  (3),  through  the  wing  panel  in  a  cable 
bundle  (4),  through  the  pylon  and  launcher  (5)  then 
to  the  weapon  igniter  (G).  The  cable  can  have  a 
length  of  about  25  feet  and  can  be  a  very  effective 
antenna  in  an  electromagnetic  field. 

Figure  4-11  shows  an  air  launched  weapon  in 
which  the  connection  from  the  aircraft  firing  system 
to  the  weapon  is  made  through  button  contacts. 

These  button  contacts  make  the  weapon  particularly 
susceptible  to  HERO  during  the  handling  and  loading 
procedures  because  personnel  can  touch  the  contacts' 
and  conduct  electromagnetic  energy  directly  into  the 
EED.  This  method  of  connecting  the  aircraft  firing 
system  to  the  weapon  is  not  recommended.  The  sys¬ 
tem  should  be  designed  in  such  a  way  as  to  prevent 
personnel  or  tools  from  touching  the  conductors  that 
lead  into  the  weapon. 

Figure  4-12  shows  an  air  launched  weapon 
partially  loaded  into  its  launcher.  This  weapon  is 


Figure  4-JO.  Typical  Aircraft  Weapon  Firing  SysJom 


connected  electrically  to  the  aircraft  firing  system 
by  contact  rings.  These  rings  are  exposed  during 
handling  and  loading,  thus  electromagnetic  energy 
can  be  coupled  into  the  weapon  making  it  susceptible. 
To  help  reduce  the  hazard,  a  removable  shielding 
band.^  as  shown  in  the  figure,  was  designed  to  cover 
the  exposed  contacts.  This  is  not  a  completely  sat¬ 
isfactory  solution  since  the  bands  are  not  an  integral 
part  of  the  weapon.  Also  the  weapon  requires  elab¬ 
orate  handling  and  loading  procedures  since  the  bands 
are  removed  during  loading  and  the  weapon  can  be 
unloaded  without  them,  leaving  it  susceptible.  Elab¬ 
orate  handling  and  loading  procedures  should  not  be 
relied  upon  to  solve  the  HERO  problem  because  fail¬ 
ure  to  Implement  them  will  create  a  HERO  problem. 

Figure  4-13  shows  a.  weapon/launciicr  inter¬ 
face.  In  the  illustration,  the  umbilical  cable  is  be¬ 
ing  connected  before  the  weapon  is  racked  to  the 
launcher.  This  can  be  a  hazardous  situation  because 
in  an  electromagnetic  environment,  the  launcher  and 
the  weapon  can  be  at  a  different  rf  potential.  This 
difference  in  potential  can  cause  a  flow  of  rf  current 
in  the  weapon  and  greatly  increases  the  possibility 
of  generating  an  arc  as  the  umbilical  is  being  con¬ 
nected.  It  may  not  always  be  obvious  that  a  high 
potential  difference  can  exist  between  aircraft  and 
deck.  However,  near  a  vertical  whip  antenna  radi¬ 
ating  in  the  2  to  32  megahertz  range,  a  potential 
difference  of  200  to  300  volts  can  exist  between  air¬ 
craft  and  deck  oven  if  conductive  tie-downs  are  used. 
After  the  weapon  has  been  secured  to  the  launcher, 
the  rf  potentials  on  the  launcher  and  the  weapon  are 
the  same  or  nearly  the  same,  and  the  possibility  of 
large  rf  currents  and  arcs  is  greatly  reduced. 


Figure  4-1 J.  Air  Launched  Weapon 
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fitjurc  4- 72.  Air  Launched  Weapon  Partially  Loaded 
ir.Jo  its  Launcher 


Ti)t;ri.  fore,  H;..;  weapon  .should  be  designed  i-.n  Hint  it 
must  bo  rnckod  before  the  umbilical  cables  can  bo 
commoted.  rrhk;  i:;  illustrated  in  Figure  '1-14.  The 
umbilical  cable  .shoo  Id  bn  an  snort  an  practicable  anti 
llu*  cable  and  it.:  connector::  should  be  completely 
.niiinplrd  v/jlh  tin:  shield:;  p’-opovly  bonded  around  the 
P’  riphery  of  the  shield.  The  connoeLor  should  be 
eh  i.necl  and  installed  with  Urn  main  portion  on  the 
bum/mo r  and  the  female  portion  on  the  weapon.  The 
contact."  .should  be  rocor:::.':.'!  aad  designed  in  .such  a 


way  that  the  shield  mates  before  the  connector  pins 
mate. 

Figure  4-15  shows  a  tost  set  being  used  to  test 
an  ordnanco  station  on  an  aircraft.  This  can  bo  a 
hazardous  operation  because  the  test  set  and  external 
cables  can  couple  energy  into  the  ordnance  .firing 
system  of  the  aircraft.  This  energy  can  be  conducted 
to  ordnance  items  already  loaded.  The  design  of  the 
test  equipment  and  its  cabling  must  be  given  the  same 
consideration  as  the  design  of  the  weapon  itself  if  a 
HERO  problem  is  to  be  prevented.  Also,  should 
electromagnetic  energy  enter  the  test  equipment,  it 
may  give  false  indications.  Therefore,  the  cable 
and  connectors  must  be  properly  shielded  with  the 
shield  bonded  to  the  weapon  and  to  the  test  equipment 
to  preserve  the  integrity  of  the  weapon  enclosure. 

Figure  4-16  shows  a  typical  surface  launched 
weapon  with  its  launcher  and  control  cables.  The 
cable  runs  from  the  fire  control  panel  (1)  in  an  ar¬ 
mored  multiconc’uctor  missile  control  and  monitor 


Figure  4-14.  V/eripon/loeucfier  Interface  cstcJ 
Umbilical  Mating 
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Aircraft  Wins 


* ' 

Figure  4-15.  Unacceptable  Use  c-f  Tc;i  $cf 

cable  bundle  (2),  through  transfer  panels  (3)  to  a  slip  Figure  4-17  shows  a  surface  launched  weapon 

ring  assembly  in  the  launcher  pedestal  (4),  and  with  umbilical  cables  connected  to  the  weapon  and 

emerges  from  the  launcher  to  contact  firing  shoes  access  doors  open.  The  two  long  umbilical  cables 

of  the  missile  (5).  Tiic  total  length  is  approximately  create  a  potential  hazard  because  the  two  cables  can 

90  feet.  Because  the  rire  control,  monitoring  equip-  form  a  loop  antenna  or  the  long  cables  can  act  as 

roent,  and  cabling  arc  almost  entirely  enclosed  very  effective  antennas.  The  number  of  umbilical 

within  the  ships  structure,  they  are  protected  to  cables  should  be  kept  to  a  minimum  and  the  cables 

some  extent.  The  weapon  launcher  and  the  umbilical  should  always  be  as  short  as  possible.  The  use  of 

cable,  on  the  oilier  hand,  arc  exposed  to  the  electro-  access  doors  or  ports  may  create  a  hazardous  cou- 

magnclic  environment.  Hero  again,  the*  weapon  and  dition  because  electromagnetic  energy  ennbe  coupled 

the  umbilical  cable  should  bo  properly  shielded.  through  them  to  the  firing  circuit.  When  it  is 


figure  4-16.  Typical  Surfar.o  Launched  Weapon  System  Figure  4-1 7.  Surface  Launched  Weapon 
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Chapter  V. 
SHIELDING 


5,0  GENERAL 

The  only  practical  approach  for  solving  the 
1IERO  problem  Is  to  provide  a  complete  shield  for 
all  electroexplosive  devices.  If  It  were  not  for  the 
many  mechanical  and  electrical  Interfaces  required 
In  ordnance  systems,  the  shielding  problem  would 
be  reduced  to  choosing  a  proper  shield  material  and 
applying  the  simple  box  concept  described  in  Chapter 
I.  However,  since  each  Interface  degrades  the 
shield,  the  selection  and  Implementation  of  tech¬ 
niques  to  provide  continuity  at  these  Interfaces  be¬ 
comes  Important.  Figures  5-1  and  5-2  Illustrate, 
some  of  the  interfaces  that  can  occur. 

An  cleelromagneUc  shield  may  be  created  by 
the  use  of  any  barrier  between  two  regions  such  that 
the  amount  of  electromagnetic  energy  entering  one 
region  from  the  other  Is  reduced.  There  are  a 
number  of  types  of  barriers  such  as  solid  metal 
covers,  screened  openings,  flexible  mesh,  and 
honeycomb  panels.  A  weapon  may  contain  many  of 
those  barriers  in  the  form  of  the  weapon  skin, 
metal  boxes  for  the  igniters,  conduits  for  firing  cir¬ 
cuits,  etc.  These  can  bo  used  to  provide  some  of 
the  shielding  required  to  protect  the  weapon.  The 
weapon  developer  should  recognize  and  lake  ad¬ 
vantage  of  all  barriers  that  the  weapon  oilers. 

The  effectiveness  provided  by  a  shield  is 
defined  as  the  total  attenuation  of  the  electro¬ 
magnetic  energy  as  it  attempts  to  pass  through 
the  shield.  This  includes  both  reflection  and 
absorption.  Most  metals  thick  enough  lo  sup¬ 
port  ihclr  own  weight  will  provide  many  dD’s  of 
attenuation.  Thus,  the  metallic  skin  of  ordnance, 
when  il  is  continuous,  will  provide  an  effective 
shield. 

5.1  SHIELDING  THEORY 


whore 

S  =  shielding  effectiveness  in  dB, 

R  =  reflection  loss  in  dB, 

A  ^absorption  loss  in  dB,  and 
B  =  Internal  reflection  loss  In  dB 

The  internal  reflection  loss  Is  usually  neglected  If 
the  absorption  loss  Is  greater  than  10  dB.  Metal 
walls  thick  enough  to  support  their  own  weight  have 
greater  than  10  dB  absorption  loss.  Therefore,  the 
shielding  effectiveness  Is  usually  written  as 

S  *  U  +  A .  • 


The  equations  for  losses  due  to  reflection  arc 
developed  from  the  transmission  line  equation  for 
reflection  of  energy  at  an  Impedance  mismatch. 
This  equation  Is  given  as 

R  =  20  log  (Zs  +  Zw)?-  > 

TZgZw 

where 


Zs  =  impedance  of  shield,  and 
Zs  =  impedance  of  field. 

The  impedance  of  the  shield  barrier)  is 
given  as 

Zg  =  (1  -h  j)  l\j  i'p/2or  x  3.  09  x  10'fl  ohm 


where 


H  =  relative  permeability  referred  to 
free  space,  and 

<r  =  relative  conductivity  of  metal 
referred  to  copper. 


The  shielding  action  of  a  metallic  barrier  can 
be  analyzed  by  either  field  theory  or  circuit  theory. 
In  field  theory  the  shield  is  considered  to  partially 
reflect  the  electromagnetic  energy  and  partially 
absorb  It.  The  pari  that  Is  absorbed  Is  attenuated 
in  passing  through  the  shield.  In  circuit  theory, 
current  from  the  Interfacing  source  Is  considered  to 
Induce  a  current  in  the  shield  such  that  the  external 
fields  due  to  both  of  these  currents  are  out  of  phase 
and  tend  to  cancel.  Field  theory  will  be  used  in  the 
discussion  Mat  follows. 

The  shielding  effectiveness  of  a  shield  can  bo 
computed  by  considering  reflection  and  absorption 
losses  as  separately  contributing  factors.  It  can  be 
written  as 

S  -  H  4  A  »  11, 


The  Impedance  of  the  field  Is  given  as 
Zw  =  E/H. 

It  piay  be  either  high  or  low  in  nature.  A  high 
Impedance  field  Is  one  that  has  an  impedance  higher 
than  the  Intrinsic  impedance  of  die  diclcclrlc  in 
which  It  exists.  An  electric  field,  such  as  that 
generated  by  a  short  stub  antenna,  lo  high  Impedance 
In  nature.  A  low  Impedance  field  Is  one  which  has 
an  Impedance  lower  than  the  Intrinsic  impedance  of 
the  dielectric  in  which  it  exists.  A  magnetic  field, 
such  as  Unit  generated  by  a  small  loop  antenna,  is 
considered  a  low  Impedance  field.  In  a  high  im¬ 
pedance  field,  most  of  the  energy  Is  contained  In 
iho  electric  component  whereas  in  a  low  Impedance 
field,  most  of  the  energy  Is  contained  In  the  magnetic 
component. 
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1.  High  impedance  (or  electric)  fields, 
Ro  =  354  +  10  log  clB, 


2.  Low  impedance  (or  magnetic)  fields, 
R,  =  20  log  [^14=  + 

h  L D/^ 


0, 136  D  Jtl/n  +  0. 354  dS . 

la  the  far  field  both  high  and  low  ivnyedar.ee  fields 
approach  that  of  a  plane  wave  and  reflection  loss  t 
v’’lv <2ii  as 

Rp  =  iCG  +  10  log  cr/f p . 

The  equation  for  absorption  loss  can  ho  de¬ 
rived  from  the  propagation  constant  of  the  shield 
material.  The  propagation  cons  hint  is  given  as 

7=o+  j  # , 


7  =  propagation  constant, 
a  -  attenuation  constant,  and 
p  ~  phase  constant. 

For  an  Imperfect  conductor  the  propagation 
constant  can  l;e  written  as 


l  <v  *•» )  l 

7  (it])  15. 13  dn. 
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The  attenuation  of  the  wave  In  passing  through  the 
shield  once  is  then  ”  ’  ' 

A  =<»t  nepers, . 

or  A  =  8.  686at  dB, 

where  t  Is  the  thickness  of  the  shield  in  meters. 

For  t  in  mils  (.  001  inch) , 

A  =  3. 34  x  10‘3  t  JTTiT  dB. 

5.2  DETERMINATION  OF  REFLECTION  AND 
ABSORPTION  LOSS 

A  close  approximation  for  the  solution  of  the 
reflection  and  absorption  loss  equations  can  be  made 
by  using  the  nomographs  of  Figures  5-3,  5-4,  5-5, 
and  5-6. 

The  product  <r/i  and  the  ratio  <r/n  needed  to 
solve  these  equations  are  given  in  Table  5-1  or  they 
can  be  computed  using  the  values  of  <r  and  /i  ob¬ 
tained  from  other  tables.  The  value  of  p  should  be 
the  initial  permeability. 

The  reflection  loss  is  a  function  of  the  dis¬ 
tance  from  the  source  to  the  shield  and  of  the  type 
of  wave  for  distances  less  than  X/2,t.  For  distances 
greater  than  X/2ir  both  high  and  low  impedance  fields 
are  the  same.  Here  the  nomograph  for  a  plane  wave 
is  used.  In  the  nomograph  for  absorption  loss, 
Figure  5-0,  the  absorption  loss  per  mil  is  given 
since  absorption  loss  is  proportional  to  the  thick¬ 
ness  of  lh«  material. 

To  compute  the  reflection  losses  for  a  plane 
wave  use  the  equation 

P.p  =  168  10  log  <r/fp  dB, 

or  the  nomograph  of  Figure  5-3,  To  determine  the 
reflection  loss: 

1.  Locate  the  ratio  //;t  :  the  matirlal  on 

mo  v/n  scale 

2.  Mine":  a  straightedge  between  this  point1 
and  the  desired  point  on  tiro  frequency 
scale 

3.  il  ;?  .!  tin  reflection  ios.:.  on  the  it  scale. 

To  compute  the  reflection  losses  for  distances 
less  than  X/ll/r,  the  type  of  wave  roust  be  dolor  mined 
first.  If  the  wave  Is  a  low  Impedance  (or  magnetic) 
field  use  too  aquation 

p.h  -  30  log  [*  0.  4G2_ 

0.  1.33  !)  ft ,'7;i  I  0.  I  dB. 

if  the  v.r.v.  is  ‘.;lgh  ir.ipH  (or  <  etc)  field 
U  Ih  ;  n'\".  :•.!  il  111 

ru 


Re  =  354  +  10  log  __Z _  dB. 

f3pD2 

These  equations  can  be  approximated  by  using 
the  nomographs  of  Figures  5-4  and  5-5.  To  find 
reflection  loss  use  the  figures  as  follows: 

1.  Determine  the  distance  from  the  source 
to  the  shield  and  locate  this  on  the  D 
scale. 

2.  Place  a  straightedge  between  this  point 
and  the  desired  point  on  the  frequency 
scale. 

3.  Locate  the  point  on  the  transfer  scale 
where  the  straightedge  crosses  it. 

4.  Place  the  straightedge  between  this  point 
and  a  point  on  the  scale  corresponding  to 
the  ratio  o/ \i  of  the  material. 

5.  Read  the  reflection  loss  on  the  Rn  or  R0 
scale  as  appropriate. 

The  absorption  loss  can  be  computed  by  using 
the  equation 

A  =  3.  34  x  10“3  t  f  t<rn  dB, 

or  by  using  the  nomograph  of  Figure  5-6.  This 
nomograph  can  be  used  to  determine  either  the 
absorption  loss  of  an  existing  shield  or  to  determine 
the  material  and  thickness  of  the  material  needed 
to  provide  a  predetermined  absorption  loss.  In  the 
first  case,  the  type  of  material  used  for  the  shield, 
for  example  the  weapon  case,  must  be  determined 
and  the  product  a  is  obtained.  To  find  the  absorption 
loss: 

L  Locate  the  product  tr/i  on  the  vp  scale. 

2.  Place  a  straightedge  between  tills  point 
and  the  desired  point  on  the  frequency 
scale. 

3.  Read  the  absorption  loss  per  mil  on  the 

A/t  scale. 

Multiply  this  value  by  the  thickness  of  the 
shield  material  to  get  the  total  absorption 
loss. 

In  die  second  case,  various  materials  can  bo 
investigated  to  determine  the  thickness  of  each  that 
i.i  needed  to  provide  the  desired  protection.  The 
material  to  be  used  can  then  be  selected  based  on 
Hie  thickness  required  plus  other  engineering 
considerations.  In  order  to  make  this  determina¬ 
tion,  (lie  following  must  be  known  or  computed:  the 
total  shielding  effectiveness,  (he  reflection  losS 
(which  Is  Independent  of  the  thickness),  and  the 
absorption  loss.  The  absorption  loss  Is  the 
difference  between  I  he  shielding  effectiveness  and 
the  reflection  loss. 
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FIGURE  5-5  ELECTRIC  FIELD  REFLECTION  LOSS  (R«) 
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PROOUCT  OF  CONDUCTIVITY  AND  PERMEABILITY  OF  SHIELDING  MATERIAL.  <Tf± 
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Table  5- 1.  Characteristic*  of  Various  Material*  Used  for  Shields  (continued) 
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To  determine  the  thickness  required: 

1.  Locate  the  product  on  the  »p  scale. 

2.  Place  a  straightedge  between  this  point 
and  the  desired  point  on  the  frequency 
scale. 

3.  Read  the  absorption  loss  per  mil  on  tho 
A/t  scale. 

4.  Divide  the  required  absorption  loss  by 
Oils  value  to  get  the  required  thickness. 

5.3  SELECTION  OF  SHIELDING  MATERIAL 

The  reflection  and  absorption  losses  In  a 
shield  are  a  function  of  the  type  of  material  and  de¬ 
pend  on  the  type  of  field  and  the  distance  from  the 
Source.  The  reflection  and  absorption  losses  for 
copper,  1  mil  thick  and  located  100  Inches  from  the 
source  are  plotted  In  Figure  5-7.  The  plot  of 
losses  for  other  material  would  be  similar.  The 
desirable  properties  of  materials  that  make  effec¬ 
tive  shields  can  be  determined  by  studying  the 
equations  used  for  computing  these  losses  and  the 
curves  of  Figure  5-7.  The  Inherent  properties  of 
metals  that  make  them  effective  shields  are  con¬ 
ductivity  t  and  permeability  p.  The  Important 
physical  property  Is  thickness. 

In  the  near  field,  the  high  impedance  or 
•lectrlc  field  is  the  easiest  to  shield  against.  As 
can  be  seen  from  Figure  5-7,  the  reflection  losses 
for  the  electric  field  are  high  at  low  frequencies 
and  the  absorption  losses  are  low.  As  the  frequency 
Increases,  reflection  losses  decrease  but  absorp¬ 
tion  losses  Increase.  Both  reflection  and  absorp¬ 
tion  losses  are  directly  proportional  to  9,  Ab¬ 
sorption  losses  are  directly  proportional  to  p ,  and 
reflection  losses  are  inversely  proportional  to  p. 
81nce  reflection  losses  do  not  generate  heat  In  the 
shielding  material,  they  are  more  desirable  for 
HERO  application  than  absorption  losses,  which  do 
generate  heat  as  the  energy  is  attenuated.  There¬ 
fore  a  material  with  high  *,  such  as  brass,  copper, 
or  aluminum ,  Is  preferred  for  the  shielding  material 
In  an  electric  field.  Thickness  Is  not  an  Important 
consideration. 

The  most  difficult  field  to  shield  against  ts 
the  low  Impedance  (or  magnetic)  field.  As  shown 
in  Figure  5-7,  both  magnetic  reflection  and  ab¬ 
sorption  losses  are  low  at  low  frequencies.  As  the 
frequency  Increases  both  reflection  losses  and  ab¬ 
sorption  losses  Increase.  At  very  low  frequencies, 
the  first  term  In  the  equation  for  Fq,  Is  the  dominant 
factor,  hence,  reflection  losses  are  directly  pro¬ 
portional  to  p.  Also,  since  absorption  losses  are 
important,  thickness  Is  an  important  factor.  Thus, 
thick  slabs  of  magnetic  (high  p)  material  are  re¬ 
paired  to  shield  magnetic  fields  at  very  low  fre¬ 
quencies.  Materials  that  make  excellent  shields 
for  electric  fields  are  of  little  use  in  low  frequency 
magnetic  fields. 


As  the  frequency  of  the  magnetic  field  in¬ 
creases,  the  domtnant  factor  In  the  equation  for  Rh 
Is  the  second  term  and  thus  at  higher  frequencies 
the  reflection  losses  are  directly  proportional  to  a, 
and  Inversely  proportional  to  p.  The  absorption 
loeses  are  directly  proportional  to  »  .  Here 
materials  with  high  »,  such  as  those  used  for 
electric  fields,  are  suitable. 

In  the  far  field,  shielding  Is  obtained  by  using 
both  reflection  and  absorption  losses.  The  reflec¬ 
tion  losses  for  the  plane  wave  decrease  and  ab¬ 
sorption  losses  Increase  as  the  frequency  Increases. 
These  relationships  are  shown  In  Figure  5-7. 

The  absorption  and  reflection  losses  are 
directly  proportional  to  *  as  In  the  case  of  the 
electric  field.  Therefore,  materials  with  high  » 
are  suitable  for  shielding. 

The  preceding  can  be  summarized  as  follows: 

1.  For  magnetic  fields,  only  magnetic 
material  can  be  used  for  shields  at  low 
frequencies. 

2„  For  electric  fields,  materials  with  high  # 
are  adequate  for  shields. 

3 .  For  plane  waves ,  materials  with  high  v 
are  adequate  for  shields  (both  magnetic 
and  electric  fields). 

4.  For  any  given  material,  a  greater  shield 
thickness  Is  required  tor  magnetic  fields 
than  for  electric  fields. 

6.  For  any  given  material,  a  greater  shield 
thickness  Is  required  for  low  frequencies 
than  for  high  frequencies. 

6.  For  high  frequencies,  abforptlon  losses 
become  important.  Therefore,  to  maintain 
the  shielding  effectiveness,  all  openings 
must  be  closed. 

5.4  WOVEN  AND  PERFORATED  MATERIALS 

There  are  many  applications  where  the  shield 
cannot  be  made  of  a  solid  material  but  must  be 
mads  of  a  transparent  or  perforated  material. 
Examples  of  these  are  covers  for  meters  and 
gauges,  which  must  be  read  through  the  shield,  and 
planned  holes  for  ventilation  or  circuit  adjustment. 
Woven  materials  such  as  wire  mesh  can  be  used 
over  Instruments  and  perforated  materials  or 
honeycomb  panels  can  be  used  for  ventilation  or 
circuit  adjustment. 

The  effectiveness  of  any  shield  may  be 
severely  degraded  by  poor  ohmic  contact  between 
adjacent  parte.  For  this  reason,  the  effectiveness 
of  woven  materials  is  likely  to  be  more  dependent 
on  the  contact  resistance  at  the  Junctions  of  wires 
In  the  weave ,  than  on  the  resistivity  and 
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permeability  of  the  wires  themselves.  An  extreme 
example  would  be  the  case  where  an  unknowing 
painter  happens  by  and  does  a  thorough  paint  Job 
cm  a  loosely  woven  screen.  The  paint  tends  to  in¬ 
sulate  each  wire  from  all  the  others,  markedly  re¬ 
ducing  the  effectiveness  of  the  screen  for  shielding 
{xirposes.  A  preferred  type  of  wire  weave  has  the 
intersections  of  the  wires  either  soldered  or  welded, 
and  even  better  is  a  solid  sheet  of  metal  perforated 
with  the  required  size  and  number  of  holes. 

With  perforated  sheets,  the  fewer  and  smaller 
the  holes,  the  better  the  shielding  effectiveness. 

With  woven  wires,  the  larger  the  wire  size  and  the 
greater  the  density  of  wires  per  square  inch,  the 
better.  Tables  5-2  and  5-3  show  the  attenuation  of 
two  common  types  of  woven  wire  mesh  for  magnetic 
fields  and  radiated  fields  respectively. 

Honeycomb  panels  are  formed  by  a  series  of 
cylindrical,  rectangular,  or  hexagonal  tubular 
openings.  When  properly  designed,  they  act  a9  a 
high  pass  filter  with  a  cutoff  frequency.  The  cutoff 
frequency  ts  the  lowest  frequency  at  which  propaga¬ 
tion  occurs  without  attenuation.  The  depth  of  the 
aperture  determines  the  amount  of  attenuation 
realized  and  the  diameter  of  Individual  openings  de¬ 
termines  the  cutoff  frequency. 

The  cutoff  frequency  of  the  hole  can  be  de¬ 
termined  by  use  of  the  following  expressions: 


F-  *  5900  for  a  rectangular  waveguide 


and 


Fc  *>  6920  for  a  circular  waveguide  * 


where 


Fc  «  cutoff  frequency  in  megahertz , 

b  *  longest  transverse  dtmenslon  of 
waveguide  In  inches  ,  and 

d  *  diameter  of  waveguide  in  Inches. 


Assuming  Fc  i  10F  (when  F  Is  the  frequency 
In  megahertz  per  second),  the  attenuation  of 
circular  and  rectangular  waveguides  respectively 
of  length  /  ,  may  be  approximated  within  a  two 
percent  error  by  the  following  formulas : 

A  *32  /  for  circular  waveguides,  and 


A  *  27. 3  /  for  rectangular  waveguides. 


These  equations  are  valid  for  atr-fllled  wave¬ 
guides  with  a  length -to- width  or  lergth-to-dlameter 
ratio  of  3  or  greater. 


The  shteldtng  effectiveness  of  a  honeycomb 
panel  constructed  of  steel  with  1/8-lnch  hexagonal 
openings,  1/2-inch  long  la  given  in  Table  5-4. 

5.5  CONDUITS 


Conduits  made  of  either  solid  or  woven 
strands  of  metal  may  be  uBed  to  shield  the  firing 
or  system  cables  of  a  weapon  from  the  electro¬ 
magnetic  environment.  The  shielding  effectiveness 
of  solid  conduit  can  be  considered,  for  all  HERO 
purposes,  the  same  as  that  of  a  6olld  sheet  of  the 
material  of  the  same  thickness.  The  most  common 
material  used  for  shielding  is  the  woven  wire  con¬ 
duit.  Its  shielding  effectiveness  can  be  determined 
by  tests  conducted  in  accordance  with  MIL-STD-1377 
(Navy). 

Degradation  of  the  shielding  effectiveness 
in  conduit  Is  often  the  result  of  discontinuities  In 
the  shield  rather  than  Insufficient  shielding 
properties  of  the  conduit  material.  These  dis¬ 
continuities  result  from  splicing,  damage,  or  most 
frequently,  improper  termination  of  the  Shield. 


TabU  5-2.  Wire  Meih  Cloth:  Magnetic  FUld  Attenuation  v*.  Frequency 


Frequency 

(MHz) 

COD 

per 

Galvanized  Steol 

18  x  18 
(Wlres/ln2) 

1  2?.  x  22 

(Wlres/ln2) 

22  x  22 
(Wlres/ln2) 

26x26 

(Wlres/ln2) 

Attenuation  (dB) 

Attennatt 

on  (dB) 

0.01 

59.3 

65.  4 

94.  1 

100.3 

0. 03 

70.0 

76.  1  ■ 

101.3 

107.  4 

0. 06 

76.7 

82.8 

104,0 

110.  1 

0. 1 

81.1 

87.2 

105.4 

111.  5 

0. 3 

90.3 

96.4 

106,7 

'112.  8 

0, 6 

94.  7 

100.  8 

107.0 

113, 1 

1 

97.0 

103.  1 

107. 1 

113.  2 

3 

99.  8 

105.9 

107.3 

113.  4 

• 

100.6 

106.7 

107.3 

113.  4 

10 

100.8 

106.  9 

107. 3 

113.  4 

30 

101.2 

107.2 

107.3 

113.  4 

60  -  10,000 

101.2 

107.2 

107.3 

113.4 
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Table  5-3.  Wire  Mesh  Cloth:  Radiated  Fie W  AWeewdee  w  Frvquvacy 


Frequency 

(MHz) 

Copper 

Galvanized  Steel 

18  x  18 

<Wfres/ln2) 

22  x  22 
(Wires/in2) 

n  X22 
(Wtorea/tn2) 

20  x  26 
(Wtres7ln2) 

Attenuation  (dB) 

Attenuation  (dB) 

0.01 

103.6 

109. 1 

1*7.7 

0.03 

104.7 

110.2 

1*5.4 

1  - 

0.08 

105.4 

110.2 

IS*.  1 

0.1 

105.4 

113.6 

12*.  1 

aL.-.’-KnH.' 

0.3 

105.0 

110.  5 

1*0. 8 

0.8 

103.4 

108.9 

115.1 

121.3 

1 

101.3 

106.8 

110.8 

117.0 

3 

94.  5 

100.0 

101.4 

107.6 

6 

89.3 

94.8 

OS.  4 

101.6 

10 

85.1 

90.6 

9L0 

97.2 

30 

75.8 

81.3 

*1.4 

87.6 

60 

69.9 

75.4 

TS.4 

81.6 

100 

65.8 

71.0 

T1.0 

77.2 

300 

55.9 

61.4 

•L4 

67.6 

600 

49.9 

55.  4 

55.4 

61.8 

1000 

45.5 

51.0 

51.0 

57.2 

3000 

35.9 

41.4 

41.4 

47.6 

6000 

29.9 

35.4 

*5.4 

41.0 

10,000 

25.5 

31.0 

31.0 

37.2 

Table  5-4.  Shielding  Effsctivensu  of  Hexagonal  HoneyxonsCt  Made  of  Steel, 
with  %-fnch  Openings,  V»-/nth  long 


Frequency 

Shielding  Effectiveness 

100  KHz 

45  d0 

50  MHz 

5i  dB 

100  MHz 

57  dB 

400  MHz 

56  dB 

2200  MHz 

47  dB 

Armored  conduit,  as  used  aboard  ship,  can 
provide  effective  shielding  at  lower  frequencies, 
but  at  higher  frequencies  the  openings  between 
Individual  strands  can  take  on  slot -antenna 
characteristics,  causing  a  serious  degradation  of 
the  shielding  effectiveness.  If  armored  conduit  Is 
required,  aU  Internal  wiring  should  be  individually 
shielded. 

5.6  SHIELD  DISCONTINUITIES 

Shield  discontinuities  In  weapon  systems 
occur  at  cable  shield  terminations,  construction 
seams,  connectors,  and  planned  openings  such  as 
access  doors,  meter  ports  and  openings  for  control 
rods.  These  discontinuities  should  be  kept  to  a 
minimum  by  proper  design  practices.  Where  dis¬ 
continuities  are  unavoidable,  the  Integrity  of  the 
shield  should  be  maintained  by  use  of  filters,  wire 
mcah,  or  rf  gaskets.  Waveguide  openings  designed 
to  operate  below  cutoff  should  be  used  If  a  shaft  has 
to  penetrate  the  shield.  Only  nonconductlve  material 
should  pass  through  the  waveguide  opening.  A 


conductive  material  will  act  as  an  antenna  and  will 
destroy  the  shielding  effectiveness. 

5.7  SHIELD  TERMINATIONS 

The  effectiveness  of  a  cable  shield  depends 
upon  the  proper  termination  of  the  shield.  Rf  cur¬ 
rents  that  are  conducted  along  the  shields  of  cables 
will  be  coupled  Into  the  system  at  the  point  of 
Improper  cable  termination  and  reduce  the 
effectiveness  of  an  otherwise  adequately  shielded 
weapon.  In  a  properly  terminated  shield,  the 
entire  periphery  of  the  shield  Is  grounded  to  a  low 
Impedar.ca  reference,  minimizing  any  rf  potentials 
at  the  surface  of  the  termination. 

Figure  5-8  Illustrates  cable-shleld-to-con- 
ncctor  termination  and  connector-to-bulkhcad 
termination.  Figure  5-9  illustrates  Ihe  method  of 
preserving  individual  shields  when  more  than  one 
shielded  conductor  must  be  routed  through  a  single 
cable  and  connector.  The  shield  should  never  be 
pulled  back,  twisted,  and  then  bonded  to  the  con  • 
nector  In  a  pigtail  fashion.  No  portion  of  the  shield 
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Should  be  broken  before  it  is  bonded  to  the  connector 
shell.  Individual  shields  tor  conductors  that  are 
routed  through  multi -coartal  connectors  should  be 
terminated  individually  In  the  manner  described 
above.  The  shield  termination  technique  Illustrated 
In  Figure  5-10  should  be  used  when  a  shielded 
cable  is  routed  into  a  completely  shielded  en¬ 
closure.  When  cable  tension  or  vibration  would 
discourage  such  a  termination,  rigidly  supported 
connectors  should  be  used. 

It  should  be  noted  that  there  are  situations  In 
which  an  Improper  shield  can  actually  Increase  the 
hasard  to  the  EED.  *  A  fairly  common  EED  con¬ 
figuration  Is  one  having  unshielded  leads.  Since 
there  Is  no  provision  lor  completing  a  shield  to  the 
case  of  the  EED,  the  weapons  designer  faces  a 
Situation  tn  which  the  effort  to  provide  a  shield 
may  create  a  problem.  If  a  stleld  Is  placed  over 
the  lead  wires  and  allowed  to  he  ungrounded  at  the 


EED,  the  shield  discontinuity  will  support  the 
generation  of  high  voltages  directly  at  the  EEE». 
Consequently  the  shield  would  contribute  to  the 
hazard.  In  such  situations  tt  Is  better  not  to 
attempt  to  shield  the  EED.  If  the  shield  must  be 
extended  to  the  EED,  then  the  EED  should  be 
specified  and  purchased  with  shielded  leads  In¬ 
stalled  In  the  manufacturing  process. 

5.8  CONNECTORS 

Connectors  used  tn  firing  circuits  should  pre¬ 
clude  the  entry  of  electromagnetic  energy.  All  rf 
connectors  are  not  designed  for  this  purpose.  To 
be  acceptable,  the  shielding  effectiveness  of  the 
mated  connector  should  be  equal  to  or  better  than 
an  equal  length  of  the  cable  used  tn  the  circuit. 

In  order  to  prevent  electromagnetic  energy 
from  entering  the  circuit  r.t  the  connector  Interface 
the  following  features  should  be  considered: 
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Conductor 

Connector  Shell  Female  Portion 

(Malt  Section!  of  Contractor 


Figure  5-9.  Multi-Coaxial  Connector  Detig n 

1 .  Them  should  be  no  breaks  In  the  shield 
through  the  connector  and  cable  which 
would  allow  electromagnetic  energy  to 
"leak'  Into  the  firing  circuit. 

2 .  The  connector  should  be  able  to  withstand 
environmental  conditions  (vibration,  high 
and  low  temperatures,  corrosion,  etc.) 
without  degradation  of  the  shielding 
characteristics  of  the  connector. 

3.  The  connector  shield  at  the  Interface  of 
the  two  connector  halves  must  make 
positive  contact  before  the  two  power 
contacts  make  and  must  maintain  contact 
until  after  the  power  contacts  break. 

4.  The  firing  system  contacts  In  the  con¬ 
nector  mating  sections  should  be  suf¬ 
ficiently  isolated  to  preclude  the  possi¬ 
bility  of  field  personnel  accidentally 
touching  the  socket  contacts,  either  with 
their  fingers  or  with  the  mating  connector 
shell,  while  the  connectors  are  unmated. 

5.9  BONDING 

Electrical  bonding  Is  the  union  of  two  metallic 
surfaces  to  provide  a  low  impedance  connection. 
Good  bonding  Is  necessary  to  produce  a  seam  that 
Is  electromagnetlcally  tight.  U  the  impedance  of 
the  seam  Is  higher  than  that  of  the  metals  being 
Joined,  rf  voltages  can  develop  across  the  seam 
from  skin  currents,  permitting  electromagnetic 
energy  to  enter  the  shielded  enclosure.  Generally, 
the  Impedance  of  the  bond  becomes  more  Important 
as  the  frequency  Increases,  because  skin  effect  can 
cause  the  Impedance  to  Increase  as  the  frequency 
Increases. 

Mating  surfaces  of  metallic  members  within 
a  weapon  should  be  bonded  together  by  welding, 
brazing,  eweatlng,  swaging,  soldering,  or  metal 


forming.  Semipermanent  bonds ,  such  as  thaee 
provided  by  bolts  or  rivets,  are  acceptable  when 
good  electrical  contact  exists  between  bare  metal 
surfaces.  Star  or  lock  washers  may  be  used 
with  threaded  devices  to  ensure  continued  electrical 
contact  and  tightness.  Star  washers  are  very 
effective  In  cutting  through  nonconductlve  coatings 
such  as  those  caused  by  corrosion.  Joints  that  are 
press  fitted  or  Joined  by  self -tapping  or  sheet 
metal  screws  cannot  be  relied  upon  to  provide  a 
low-impedance  bond  at  high  frequencies.  Riveted 
Joints  on  3/4-tnch  centers  are  acceptable  ti  the 
rivet  holes  are  bare.  Direct  bonds  must  always  be 
made  through  continuous  contact  between  bare, 
conducttvely  finished  metals. 

Several  configurations  which  form  seams  be¬ 
tween  two  metallic  members  within  a  weapons  system 
are  shown  in  Figure  5-1L  The  preferred  seam  is  a 
continuous  weld  around  the  periphery  of  the  mating 
surfaces.  The  type  of  weld  is  not  critical,  provided 
the  weld  Is  continuous.  Spot  welding  can  also  be 
used  provided  care  is  exercised  to  prevent  gap*  In 
the  mating  surfaces  between  the  spot  welds.  The 
spot  weld  Joints  should  be  less  than  two  Inches 
apart.  An  acceptable  alternative  technique  Is  the 
crimp  seam  pictured  in  Figure  5-12.  In  a  crimp 
seam,  all  non-conductlve  materials  must  be  re¬ 
moved  from  the  mating  surfaces  before  the  surfaces 
are  crimped.  The  crimping  must  then  be  performed 
under  sufficient  pressure  to  insure  positive  contact 
between  all  mating  surfaces.  Table  5-5  sum¬ 
marizes,  In  order  of  preference,  techniques  for 
producing  permanent  or  semipermanent  seams. 

To  insure  adequate  and  properly  Implemented 
techniques,  the  following  recommendations  should 
be  observed: 

1.  All  mating  surfaces  must  be  cleaned  be¬ 
fore  bonding.  The  area  cleaned  should 
be  slightly  larger  than  the  area  to  be 
bonded. 

2.  All  protective  coatings  having  a  con¬ 
ductivity  less  than  that  of  the  metals 
being  bonded  must  be  removed  from  the 
contact  areas  of  the  two  mating  surfaces 
before  the  bond  connection  Is  made. 

(The  conductivity  of  coating  such  as 
anodizing  materials  should  be  verified 
with  the  manufacturer  whenever  It  Is 
questionable). 

3.  Mating  surfaces  should  be  bonded  Im¬ 
mediately  after  protective  coatings  are 
removed  to  avoid  oxidation. 

4.  The  nonreplaceable  portion  of  a  bonded 
joint  that  must  be  formed  by  dissimilar 
metals  should  be  a  metal  lower  In  the 
electromotive  force  eertes  than  its  mate 
(see  Table  5-8).  When  two  dissimilar 
metals  must  be  bonded,  metals  that  are 
close  to  one  another  In  the  electromotive 
force  series  should  be  selected. 
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Flgur*  5-10.  Acceptable  Mef hod  of  Routing  Rigid  Coble  Through  Shielded  Enclosure 


Bolted  sections  may  be  used  for  temporary 
bonds.  However,  bolted  sections  should  be  made  as 
shown  In  Figure  5-13  to  Insure  consistent  contact 
pressure  over  an  extended  period  of  time.  The 
shield  material  must  be  rigid  enough  to  prevent 
buckling  between  contact  points. 

When  bolts  or  rivets  are  used  to  make  a 
bond,  the  bond  should  be  made  first  at  the  middle 
of  the  team  and  then  toward  the  ends  to  prevent  the 
mating  surfaces  from  buckling.  The  shielding 
effectiveness  of  the  Joint  Is  dependent  upon  the 
number  of  screws  per  linear  Inch  and  the  pressure 
of  the  contacting  surface. 

When  pressure  bonds  are  made,  the  surfaces 
must  be  clean  and  dry  before  mating,  and  then  held 
together  under  high  pressure  to  minimize  the 
chance  of  moisture  forming  In  the  Joint.  The 
periphery  of  the  exposed  Joint  should  then  be 
sealed  with  a  suitable  compound  (and,  whenever 
possible,  one  that  Is  highly  conductive  to  rf 
Currents). 


When  protective  coatings  are  required,  they 
should  be  so  se lec tod  that  they  can  be  easily  re¬ 
moved  from  mating  surfaces.  Since  the  mating  of 
bare  metal  to  bare  metal  is  essential  for  a  satis¬ 
factory  bond,  a  conflict  may  arise  between  the 
bonding  and  finish  specifications.  From  the  view¬ 
point  of  HERO,  It  Is  preferable  to  remove  the 
finish  where  compromising  of  the  bonding 
effectiveness  would  occur. 

Certain  protective  metal  platings  such  as 
cadmium,  tin,  cr  silver  need  not  be  removed. 

Most  other  coatings,  however,  are  nonconductive 
and  must  be  removed  If  a  good  bond  Is  ts  be  ob¬ 
tained. 

When  Implementing  bonding  techniques,  It 
must  always  be  remembered  that  bonding  straps  do 
not  provide  a  low  impedance  currer.1  path  at  rf 
frequencies.  The  Impedance  Important  tn  this 
discussion  Is  the  impedance  at  radio  frequencies. 
There  ts  little  correlation  between  the  dc  resistance 
ol  a  bond  and  tts  rf  Impedance.  Even  the  measured 
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Figure  5- If.  Fan#/  Stain  Configuration* 


Jl —  _ 51 _  _ si 

©  ©  © 


Figaro  5- 12.  Formation  of  Pormononl  Crimp  Soam 

rf  Impedance  of  bonds,  such  as  Jumpers,  straps, 
rivets,  etc. ,  Is  not  a  reliable  Indication  of  the 
bonding  effectiveness  In  the  actual  Installation.  It 
should  also  be  remembered  that  conductive 
epoxies  and  pastes  are  not  always  sufficient  rf 
bonds.  Even  when  proven  effective  In  given  In¬ 
stances,  they  have  been  known  to  degrade  shielding 
effectiveness  under  conditions  of  strain,  pressure, 
and  the  passage  of  time. 


To  bio  5-5.  Typo*  of  Soomt,  In  Order  of  Prohronco 


Preference 

Type  Seam 

Remarks 

1 

Continuous  weld 

Best  rf  seam 

2 

Spot  weld 

Space  weld  Joints 
less  than  2 

Inches  apart 

3 

Crimp  seam 

Use  strong  and 
lasting  crimping 

pressure 

Toblo  5-6.  Electromotive  Forco  Sorb s 


(1)  Magnesium 

(8)  Nickel 

(2)  Beryllium 

(9)  Tin 

(3)  Aluminum 

(10)  Lead 

(4)  Zinc 

(11)  Copper 

(5)  Chromium 

(12)  Silver 

(6)  Iron 

(13)  Platinum 

(7)  Cadmium 

(14)  Gold 

Flguro  5-13.  Atcoptoblo  Bonding  Technique  Using  Bolts 
5. TO  GASKETS 

Conductive  gasket  material  can  be  used  for 
bonding  two  surfaces  when  permanent  bonding, 
such  as  continuous  weld  or  crimp  seams,  cannot  be 
used.  The  gasket  material  Is  Inserted  between  the 
mating  surfaces  and  a  high  pressure  Is  maintained 
against  the  seam  to  Insure  good  electrical  bonding. 

It  is  essential  to  remove  the  protective  coatings  of 
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mating  surfaces  before  the  gasket  material  Is  In¬ 
serted.  They  should  also  be  free  of  oily  film, 
corrosion,  moisture,  and  paint. 

Figure  5-14  Illustrates  an  acceptable  method 
of  making  a  construction  seam  using  rf  gasket 
material.  The  features  to  be  observed  In  the  figure 

are: 

1.  Metallic  surface  machined  to  a  smooth 
finish  and  all  non-conductive  materials 
removed. 

3.  Gasket  bonded  to  one  metallic  surface  of 
the  seam.  It  is  recommended  that  con¬ 
ductive  adhesive  be  used  for  this  applica¬ 
tion. 

3.  Appropriate  material  techniques  (t.e. , 
clamps,  bolts,  etc. )  used  to  provide  a 
high  pressure  on  the  rf  gasket.  The 
pressure  must  be  nearly  uniform  along 
the  entire  length  of  the  seam. 

Figures  5-15  and  5-16  Illustrate  acceptable 
methods  of  making  construction  seams  where  sec¬ 
tions  must  be  removed  and  replaced  for  maintenance 
or  loading  and  handling  operations. 

Table  5-7  is  a  guide  to  rf  gasket  design  and 

usage. 

Table  5-8  Hots  types  of  gaskets  tn  order  of 
preference. 

Table  5-9  lists  the  three  materials  most 
frequently  used  for  rf  gaskets.  They  are  ranked 
numerically  for  properties,  with  'I*  Indicating  the 
most  desirable  material  in  a  group  and  '3'  the  least 
desirable. 


Figure  5-14.  Acceptable  Method  of  Making  ft  monant 
Seam  Using  RF  Goifcef 


Covert 


RF  Gsricet  Materiel 


Figure  5-15.  Cover  Plato*  with  Gasket* 


Cover 


Bulkhead 


Figure  5-16.  Covert  with  Gasket* 

The  first  property  considered  Is  corrosion 
resistance.  Both  Intrinsic  corrosion  resistance 
and  resistance  In  presence  of  aluminum  are  given. 
The  second  comparison  is  given  since  rf  gaskets 
are  frequently  used  against  aluminum  structures 
and  the  question  of  compatibility  arises. 

The  second  property  considered  Is  conductivity, 
it  should  be  noted  that  the  intrinsic  conductivity  of 
the  material  is  not  the  most  Important  factor  since 
corrosion  films  can  form  and  these  can  greatly 
reduce  the  actual  v~-',"ctivtty  of  an  rf  pmket.  The 
material  should  be  selected  according  to  Its  con¬ 
ductivity  with  surface  films.  Both  intrinsic  con¬ 
ductivities  and  conductivities  wtth  surface  film  are 
given. 

The  mechanical  properties  of  tensile  strength, 
springiness,  and  hardness  are  marked  as  shown. 
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TabU  5-7.  If  Gatkei  Detlgn  end  Umge 


Gasket 

Consideration 

Determined  Bf 

Material 

Corrosion,  mechanical  wear,  spring 
qualities,  and  rf  properties 

Form 

Attachment  methods ,  force  available,  other 
gasketing  functions,  jo  lid  uaseenneaa,  and 
space  available 

Thickness 

Class  of  joint,  joint  unevenness,  force 
available ,  and  environmental  level 

TabU  5-3.  T ype*  of  Gatkett,  in  Order  of  Preference 


Preference 

Type  Seam 

Remarks 

1 

Metal  mesh  rf  gasket 

Subject  to  set;  offers  54  dB  attenuation 
at  20  pet;  some  evidence  Indicates 
attenuation  highest  at  lower  frequencies 

2 

Phosphor  bronze 
spring  fingers 

Subject  to  breakage;  offers  approxi¬ 
mately  60  dB  attenuation 

3 

Conductive  rubber 

Satisfactory  where  nominal  connection 
and  small  number  of  screws  are  re¬ 
quired;  some  evidence  indicates 
attenuation  highest  at  higher  frequencies 

Table  5-9.  Companion  of  Three  If  Gotkef  Materia  It 


. .  orroslon 

Conductivity 

Mechanical 

Material 

intrinsic 

With 

Aluminum 

Intrinsic 

With 

Surface 

Film 

Tensile 

Spring 

Hardness 

Monel 

1 

2 

3 

I 

1 

2  - 

1 

Silver-plated  brass 

2 

3 

2 

2 

2 

1 

2 

Aluminum 

3 

1 

1 

3 

3 

3 

3 

Aluminum  comes  out  a  poor  third  as  a 
gasket  material.  Monel  and  silver  plated  brass 
rank  close  together.  Considering  all  of  these 
factors,  It  is  recommended  that  monel  be  used  for 
gasketing.  There  Is  ono  exception  to  this  recom¬ 
mendation.  Whenever  specifications  Insist  on  the 
use  of  aluminum  against  aluminum,  It  Is  recom¬ 
mended  that  aluminum  gasketing  be  used  despite 
ita  poor  properties. 

5.11  TEMPORARY  APERTURES  AS 
DISCONTINUITIES 

Temporary  apertures  of  a  weapon  are  those 
apertures,  such  as  access  panels,  that  must  be 
open  during  adjustment  or  Installation  of  circuits 
or  components.  They  should  be  designed  so  that 
when  they  are  closed,  a  low  rf  Impedance  electrical 
bond  Is  maintained  between  the  doo-  or  panel  and 


the  weapon  bowsing.  The  best  way  of  achieving  this 
is  to  use  metallic  gaskets  or  finger  stock  between 
the  mating  surfaces.  When  metallic  finger  stock 
Is  used,  5  to  10  grams  cf  pressure  per  finger 
should  be  applied  to  the  mating  surfaces. 

If  hinges  are  used  on  panels.  It  is  recom¬ 
mended  that  gasketing  such  as  conductive  weather 
stripping  be  ased  on  the  hinged  side  of  the  panel. 

An  alternative  method  for  shielding  at  the  hinge  side 
of  a  panel  Is  Id  use  metal  finger  stock.  The  shield¬ 
ing  material  must  be  electrically  and  mechanically 
bonded  to  the  frame  at  close  intervals  to  insure 
proper  shlek&ag. 

Figure  5-17  Illustrates  acceptable  methods  of 
applytng  shielding  materials  around  the  sides  of 
hinged  access  panels.  Appropriate  mechanical  lock¬ 
ing  devices  mwst  be  used  on  access  panels  to 
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maintain  a  minimum  of  20  pal  pressure  between  the  Into  a  circular  waveguide  and  used  to  pane  a  no#* 

panel  and  the  gasket  or  Angers.  conducting  shaft  through  the  weapon  housing. 


The  best  arrangement  of  spring  contact 
fingers  around  removable  panels  or  doors  calls  for 
the  Installation  of  two  sets  of  Angers  at  right 
angles  to  each  other.  One  set  Is  a  wiping  set,  the 
other  Is  In  compression,  and  the  combination  makes 
good  electrical  contact  when  the  door  Is  closed. 

The  pressure  exerted  by  these  Springs  Is  highly 
Important  and  It  should  be  carefully  maintained.  . 

Access  panels  or  doors  cannot  perform  a 
shielding  function  when  opened  or  removed,  if  It  Is 
necessary  for  apertures  to  be  opened  In  electro* 
magnetic  fields,  the  Interior  circuits,  components, 
and  cables  should  be  designed  to  preclude  HERO. 

5.12  PERMANENT  APERTURES  AS 
DISCONTINUITIES 

Permanent  apertures  are  those  holes  or  dls* 
continuities  In  a  weapon  system  housing  which,  for 
various  reasons,  cannot  be  shielded.  Apertures 
for  ventilation,  control  shafts,  recessed  Arlng 
pins,  safe -and -arm  device  shafts,  panel -mounted 
meters,  exposed  connector  pins,  and  exhaust 
nozzles  are  common  examples. 

One  method  of  minimizing  the  degradation  of 
shielding  effectiveness  where  small  apertures  are 
necessary  la  to  design  them  so  that  they  act  as 
effective  waveguide  attenuators.  Figure  5-18 
Illustrates  how  a  necessary  bole  can  be  designed 


An  acceptable  method  of  shielding  aperture* 
for  meters  or  other  panel-mounted  readout  devices 
Is  Illustrated  in  Figure  5*18,  Safe -and -arm 


Control  or  Switch 


Weapon  Homing 


Metal  T  ube  Acting  aa 
Circular  Wave  Guide 
/  Below  Cutoff 


L. 

Li 

i 

Fute 

~  :  "H 

r\ 

n 

H 

* 

Non-Conductlve  Shaft 
and  Knob 


Figure  5-18.  Acceptable  Ute  of  Circular  Waveguide  In  a 
Permanent  Aperture  for  Control  Shah 


Teat  Panel 
Bulkhead 


Mater 


Figure  5-19.  Acceptable  Method  of  Shielding  Panel-Amounted  Meten 
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devices  should  be  shielded  as  Illustrated  tn  Figure 
5-  20.  Exhaust  noezles  should  also  be  shielded.  A 
method  that  Is  convenient  is  to  cover  the  nozzle 
with  metal  (oil.  An  exhaust  blast  vtll  simply  tear 
the  foil  off  the  nozzle. 

Where  the  use  of  waveguide  materials  la 
Impractical  or  otherwise  undesirable,  as  In  the 
case  of  large  ventilating  holes,  substantial  attenua¬ 
tion  of  radiated  electromagnetic  energy  can  be  ob¬ 
tained  by  covering  the  aperture  with  a  wire  screen 
or  mesh.  Number  22,  15-mll  copper  wire  screen 
will  provide  more  than  SO  d£  attenuation  to  electric 
and  magnetic  fields  at  frequencies  between  1  MHz 
and  1  GHz.  Figure  5-21  shows  an  acceptable  tech¬ 
nique  for  mounting  a  wire  screen  over  an  aperture. 
A  similar  mounting  technique  can  be  used  In  In¬ 
stalling  honeycomb  material. 


flgur •  5-20.  Atceplabl*  Method  of  Shielding  Sole  and 
Arm  Devices 


M 
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Mounting  Screw 


Flgvr*  5-21.  Method  of  Mounting  Wire  Mrih  Over  o  largo  Aptrlvra 
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Chapter  VI. 

EMI  SUPPRESSION  DEVICES 


6.0  GENERAL 

Ordnance  cannot  always  be  protected  from  the 
electromagnetic  environment  by  shielding  and  circuit 
design  alone.  Firing  circuits  and  other  circuits  that 
penetrate  the  shield  can  conduct  electromagnetic 
energy  to  the  EED.  To  protect  the  weapon,  these 
circuits  must  be  filtered  at  their  point  of  entry  into 
the  shielded  enclosure.  Low  pass  filters  called  EMI 
filters,  have  been  developed  for  this  application. 

6.1  EMI  FILTERS 

EMI  filters  are  filters  that  have  broad  band 
dissipative  characteristics  throughout  the  frequency 
range  of  interest.  They  are  designed  to  operate  with 
generator  and  load  Impedances  that  are  outside  those 
of  a  standard  50  ohm  system.  The  generator,  which 
is  considered  to  be  that  system  or  circuit  that  de¬ 
livers  the  energy  to  the  EED  or  the  filter,  If  a  filter 
Is  used.  Includes  the  firing  circuit  wiring  with  its 
sources  of  induced  energy  plus  any  or  all  of  the 
tnductlve,  capacitive,  and  resistive  elements  that 
are  electrically  associated  with  it.  Examples  of 
these  elements  axe  personnel,  equipment,  aircraft, 
and  the  shipboard  transmitting  antenna  systems. 

The  Impedance  of  this  generator  is  the  Impedance 
seen  by  the  filter,  looking  back  Into  the  firing  cir¬ 
cuit.  It  may  be  high  or  low;  Inductive,  capacitive, 
or  resistive;  and  it  will  vary  with  frequency  through¬ 
out  the  entire  spectrum.  It  Is  virtually  undefined  for 
existing  weapons  systems  and  will  be  entirely  un¬ 
defined  for  design-stage  weapons. 

The  load  for  the  filler  Is  the  EED  and  the  por¬ 
tion  of  the  firing  circuit  from  the  filter  to  the  EED. 
The  load  Impedance  is  the  impedance  of  this  system. 
It  can  take  on  any  value  and,  also,  can  vary  with 

frequency. 

Since  the  generator  and  load  Impedances  are 
unknown.  Insertion  loss  cannot  be  measured  as 
specified  In  MIL-STD-220.  MIL-STD-220  defines 
insertion  loss  In  a  5012  system  (i.e. ,  a  500  generator 
feeding  a  500  load).  This  definition  Is  not  accepta- 
ble  for  HERO  application.  Insertion  loss  must  be 
measured  in  accordance  with  M1L-STD-1377  (Navy) 
which  is  discussed  in  Chapter  VH. 

A  filter  can  exhibit  either  or  both  of  two  types 
of  loss  when  Inserted  into  a  system.  These  are:  (1) 
a  reflective  loss  due  to  mismatch  of  impedances 
between  the  filler  and  the  source  cf  energy,  and  (2) 
s  dissipative  loss  that  represents  an  actual  loss  of 
electrical  energy  in  the  form  of  heat.  If  the  gener¬ 
ator  and  load  Impedances  were  known,  a  reflective 
filter  could  bo  designed  which  would  offer  sufficient 
protection.  But  since  these  impedances  are  un¬ 
known,  unpredictable,  and  constantly  varying  (as 


they  are  for  HERO),  a  reflective  filter  cannot  provide 
continuous,  adequate  protection  across  a  wide  range 
of  frequencies.  In  fact,  under  varying  generator  and 
load  impedances,  a  reflective  filter  may  actually 
provide  a  conjugate  impedance  match  between  the 
electromagnetic  energy  source  and  the  EED.  Under 
maximum  power  transfer  conditions,  the  filter,  If 
depending  on  reflection  losses  alone,  could  actually 
Increase  the  electromagnetic  hazard  instead  of  sup¬ 
pressing  It  as  desired.  Therefore  reflective  losses 
should  be  considered  as  a  bonus  rather  than  a  design 
parameter.  The  dissipative  loss  provides  protection 
that  cannot  be  bypassed  and  the  reflection  loss  re¬ 
duces  the  thermal  load  of  the  filter. 

To  avoid  impairing  the  effectiveness  and  relia¬ 
bility  of  the  weapon,  an  EMI  filter  must  have  little 
or  no  attenuation  to  low  frequency  or  dc  energy  (L  e. , 
firing  current).  In  addition,  the  filter  together  with 
the  shielding  available  must  provide  the  desired 
attenuation  continuously  across  the  frequency  range 
of  20  KHz  to  40  GHz. 

Materials  exist  that  have  the  unique  charac¬ 
teristic  of  low  dc  attenuation  and  good  high  frequency 
attenuation  over  broad,  continuous  frequency  ranges. 
Several  dissipative  materials--tn  particular,  car¬ 
bonyl  iron  mixes  and  ferrite  compounds--are  known 
as  broad-band  absorbers  and  are  very  useful  In  the 
design  of  EMI  filters. 

Another  method  of  meeting  the  dissipative 
requirements  for  filter  elements,  Is  to  utilize  the 
"skin-effect.  "  Skln-effect  Is  the  phenomenon  that 
always  occurs  when  electromagnetic  energy  is 
present  In  a  conductor.  The  higher  frequency 
energy  is  confined  very  near  the  skin  or  surface  of 
the  conductor,  while  low  frequency  (dc)  energy  Is 
evenly  c-  uted  throughout  the  conductor.  The 
higher  the  frequency  the  greater  will  be  the  confine¬ 
ment  of  the  energy  to  the  surface.  Thus,  as  the 
frequency  Increases,  the  resistance  increases. 
Various  methods  have  been  devised  in  an  attempt  to 
optimize  this  effect  In  designing  EMI  filters. 

6.2,  THE  DESIGN  OF  EMI  FILTERS 

The  design  of  filters  for  most  applications  has 
been  covered  In  several  design  handbooks.  However, 
the  design  of  EMI  filters  represents  a  departure 
from  these  standard  practices,  not  only  because  of 
the  broad  frequency  spectrum  covered  but  also  be¬ 
cause  of  the  undefined  Input  and  output  Impedance. 
Instead  of  attempting  to  provide  design  Information 
the  piece  ding  di.rcucsion  ha*  attempted  only  to  out¬ 
line  the  scope  of  the  problem.  It  Is  recommended 
that  EMI  filter  s  be  obtained  from  sources  that  have 
developed  or  are  capable  cf  developing  filters  for 
this  specialized  purpose. 
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6.3  MOUNTING  Of  EMI  films 

The  method  used  to  mount  an  EMI  filter  must 
be  such  that  it  will  leave  the  shielding  of  the  enclo* 
sure  Intact.  The  overall  effectiveness  of  even  the 
most  effective  filter  can  be  reduced  to  zero  if  it  is 
Improperly  Installed.  Figure  6-1  illustrates  both 
the  acceptable  and  the  unacceptable  methods  of 
mounting  filters.  The  input  and  output  of  the  filter 
must  always  be  electrically  Isolated  from  one  an» 
other.  If  the  input  to  the  filter  Is  permitted  to  enter 
the  shielded  enclosure,  the  electromagnetic  energy 
will  enter  the  enclosure  also,  thus  nullifying  the 
effect  of  the  filter. 


ACCEPTABLE 


vs?;;;. 


I 


Typical  Bulkhead  Mounting* 


figure  6-1.  Methods  o.  Mounting  filter* 

Figure  6-2  illustrates  an  acceptable  method  of 
mounting  a  filter  when  through  the  bulkhead  mount¬ 
ing  is  not  practical.  In  this  situation,  electromag¬ 
netic  energy  can  be  present  in  the  enclosure  where 
the  EMI  filter  is  mounted,  but  the  shielded  leads 
provide  the  '•Melding  protection  for  the  E  ,'D 
involv’d.  Thu  other  EEDs  in  the  enclosure  must  be 
filtered  in  a  similar  manner  since  the  effectiveness 
of  the  shielding  has  been  destroyed. 

When  used,  dissipative  filters  must  be  mount¬ 
ed  on  a  suitable  heat  sink.  The  heat  sink  must  be 
capable  of  maintaining  the  temperature  of  the  filter 
within  the  operating  range  of  the  material  used  in 
Uve  filter. 

6.4  ARC  SUPPRESSION 

Arc  suppression  methods  are  designed  to  pre¬ 
vent  Inadvertent  initiation  of  an  EED  by  the  low  fre¬ 
quency  components  of  an  arc.  As  previously  dis¬ 
cussed  (Chapter  I)  the  arc  contains  components  at 
all  frequencies.  Since  an  EMI  filter  ts  designed  to 
preclude  only  high  frequencies  from  the  electromag¬ 
netic  environment  and  pass  the  low  frequency  firing 
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figure  6-2.  Acceptable  Method  of  Mounting  filter  when 
Bulkhead  Mounting  it  Not  Practical 

signals,  it  is  not  capable  of  discriminating  between 
the  components  of  an  arc  and  the  intended  firing 
signal.  Therefore  special  techniques  must  be 
employed  to  provide  protection  against  the  HERO 
problem  caused  by  arcing.  In  general,  there  are 
two  methods  that  are  used.  These  are:  (1)  provide 
open  contacts  hi  the  firing  system  between  the  filter 
and  the  EED  (see  Figure  1-4,  Chapter  I),  and  (2) 
reduce  the  rf  potential  of  the  mating  power  contacts 
to  zero  prior  to  the  final  connection  of  the  firing 
circuit  to  the  weapon. 

In  the  first  method,  the  firing  leads  beyond  the 
filter  are  broken  by  a  switch  such  as  a  safe  and  arm 
switch  imtil  alter  all  connections  are  made  to  the 
weapon.  This  Is  the  best  method  since  It  eliminates 
the  low  frequency  path  to  the  EED  while  the  switch 
Is  open.  The  tow  frequency  energy  of  an  arc  that 
occurs  at  the  connector  will  thus  be  prevented  from 
passing  to  the  EED.  In  this  method  the  arrangement 
of  components  is  usually  connector,  filter,  safe  and 
arm  switch,  aad  EED. 

In  the  second  method,  the  rf  potential  between 
the  mating  power  contacts  can  be  reduced  by  one  or 
more  techniques.  One  technique  is  to  Insure  that 
no  large  rf  potential  exists  between  the  weapon  and 
the  launcher  -when  the  final  connections  are  made. 

At  communication  frequencies  where  arcs  are  a 
problem,  approximately  200  to  300  volts  Is  required 
to  produce  them.  Such  voltages  can  easily  be  ob¬ 
tained  betwees  an  aircraft  and  the  deck.  If  the 
weapon  Is  not  electrically  connected  to  the  aircraft, 
this  voltage  caa  exist  between  weapon  and  launcher. 
By  insuring  Hat  the  weapon  makes  contact  with  the 
launcher,  the  rf  potential  Detween  them  will  be  re¬ 
duced  so  arcs  will  not  occur  when  the  I  Inal  connec¬ 
tion  is  made.  Thus  if  the  design  and  procedures  are 
specified  and  arranged  so  that  contact  between  the 
weapon  and  latarcher  Is  assured,  this  second  method 
la  feasible.  Another  technique  is  to  use  female  con¬ 
nectors  on  the  weapon  side  with  recessed  contacts  to 
prevent  touching  them.  The  male  connector  should 
be  of  the  type  with  360°  peripheral  shielding  and  wtth 
power  r  on  tacts  that  make  and  break  only  when  the 
shield  between  the  two  parts  of  the  connector  is 
complete.  If  etther  or  both  of  these  techniques  are 
followed,  the  designer  will  have  reasonable  assur¬ 
ance  that  arcing  will  not  be  a  problem. 
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Chapter  VII. 
TESTING 


7.0  GENERAL 

NAVMA'.  Instruction  5101. 1  requires  that 
weapon  systems  and  devices  containing  EEDs  be  re* 
viewed  and  tested  If  deemed  necessary  and  positive 
certification  obtained  that  they  can  be  handled  with 
impunity  in  the  maximum  predicted  electromagnetic 
environment  before  they  are  introduced  into  service 
use.  For  most  systems  this  certification  requires 
HERO  evaluation  tests. 

7.1  PURPOSE 

The  purpose  of  this  chapter  is  (1)  to  describe 
the  nature  and  extent  of  the  tests  required  for  Navy 
certification,  and  (2)  to  introduce  tests  which  may  be 
conducted  by  the  developer  to  assist  him  in  imple¬ 
menting  HERO  design  requirements. 

7.2  NAVY  HERO  CERTIFICATION  TESTS 

The  nature  of  weapon  systems  makes  it  manda¬ 
tory  for  HERO  testing  to  be  conducted  on  an  opera¬ 
tional  system  with  the  entire  weapon  system  exposed 
to  the  electromagnetic  environment.  In  addition,  the 
test  conditions  and  procedures  must  be  related  to  the 
shipboard  electromagnetic  environment  (Chapter  n). 
Navy  HERO  tests  on  both  prototype  and  production 
models  are  normally  conducted  on  a  ground  plane 
facility.  In  some  instances  weapon  launcher  size  or 
unique  ship  interfaces  dictate  that  the  test  be  per¬ 
formed  aboard  ship. 

7.3  GROUND  PLANE  AND  LABORATORY  TEST 

FACILITIES 

In  order  to  conduct  HERO  teats,  ground  plane 
facilities  which  permit  convenient  and  adequate  sim¬ 
ulation  of  operating  shipboard  environments  are  re¬ 
quired.  These  facilities  include  a  ground  plane  of 
suitable  size  and  location,  together  with  appropriate 
radiation  sources.  HERO  te3t  facilities  for  Navy 
certification  tests  presently  include  three  ground 
planes,  shielded  laboratory  areas,  and  the  equipment 
necessary  for  simulating  the  electromagnetic  envi¬ 
ronment  required  to  accomplish  Navy  HERO  tests. 

The  ground  planes  measure  100  by  240  feet  and 
are  constructed  of  welded  steel  plates.  Turntables 
are  Included  to  provide  a  convenient  means  of  rotat¬ 
ing  the  system  under  test  so  that  a  measure  of  the 
dependence  of  weapon  susceptibility  with  respect  to 
spatial  orientation  can  be  obtained.  Figure  7-1 
depicts  one  of  the  ground  planes,  its  array  of  radia¬ 
tion  sources,  and  a  weapon  system  being  tested. 

Tests  are  conducted  in  the  shielded  areas  of 
the  laboratory  In  support  of  the  ground  plane  test 
activities.  These  iabu-ratory  tests  provide  for 


component  and  subsystem  tests,  in  addition  to  pro¬ 
viding  complete  frequency  coverage  not  possible  on 
the  ground  plane. 

7.4  PREPARATION  OF  THE  WEAPON 

To  measure  the  amount  of  electromagnetic 
energy  transferred  from  the  environment  to  the 
EEDs  in  the  weapon  system,  all  explosives  are  re¬ 
moved  from  the  weapon,  and  rf  sensing  devices  are 
placed  near  the  EED  bridgewlres.  These  sensors 
measure  the  absolute  values  of  rf  current  induced  at 
each  EED  location,  thus  yielding  a  quantitative 
measure  of  weapon  susceptibility  to  electromagnetic 
energy. 

7.5  ENVIRONMENT  FOR  TEST 

Hie  field  levels  In  which  the  weapon  will  be 
tested  are  established  prior  to  the  tests.  Typical  com¬ 
munication  and  raoar  equipment  Is  used  to  develop 
these  field  levels  on  the  ground  plane.  Under  all 
test  conditions,  either  th*>  field  level  is  equivalent 
to  the  shipboard  levels,  or  a  known  relationship 
exists  which  permits  extrapolation  of  the  test  meas¬ 
urements  to  the  shipboard  electromagnetic  envtron- 
ment. 

7.6  TEST  CONDITIONS  AND  PROCEDURES 

The  test  conditions  and  procedures  used  to 
evaluate  a  weapon  system  are  designed  to  simulate 
the  physical  and  electrical  environment  that  will  be 
encountered  in  operational  shipboard  situations.  The 
frequency  and  the  radiated  field  levels  used  in  the 
tests  are  established  on  the  basis  of  experimental 
measurements  taken  aboard  ship  while  the  ship’s 
communications  and  radar  systems  are  operating. 

The  design  of  each  weapon  system  Includes 
specification  of  the  loading  and  handling  procedures 
to  be  used  for  that  particular  weapon  system  In  all 
operations  on  board  ship.  These  procedures  consist 
of  the  use  of  carts  and  cranes,  the  loading  and  un¬ 
loading  operations,  the  handling  and  connecting  of 
cables,  the  test  and  monitor  functions  on  the  aircraft 
and  auxiliary  equipment,  the  safe-and-arm  functions, 
and  any  other  operations  leading  to  the  launch  of  the 
weapon. 

All  of  the  procedures  for  a  weapon  system  are 
Incorporated  as  part  of  the  HERO  certification  tests 
on  that  system.  This  policy  insures  that  each  weapon 
system  Is  tested  in  an  electromagnetic  environment 
equivalent  to  that  to  which  it  will  actually  bo 
subjected. 

Some  of  the  variables  affecting  the  HERO  char¬ 
acteristics  of  a  weapon  system,  in  addition  to  the 
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handling  and  loading  procedures  previously  men¬ 
tioned,  are  frequency,  field  intensity,  radiated  power, 
weapon/aircraft  orientation,  and  distance  from  the 
radiation  source.  Since  there  are  many  possible 
combinations  of  these  variables,  the  tests  are  de¬ 
signed  to  examine  those  conditions  most  relevant  to 
the  hazard,  while,  if  possible,  exercising  control 
over  the  less  relevant  factors.  Exaj^les  of  such 
factors  are  the  proximity  of  personnel,  adjacent 
structures,  variations  in  grounding  or  tiedowns, 
and  improper  application  of  test  and  checkout 
equipment. 

The  results  of  the  preceding  teats  arc  used  to 
determine  the  level  of  susceptibility  of  the  weapon 
in  the  expected  shipboard  electro  magnetic  environ¬ 
ment.  Additional  tests  are  sometimes  performed  to 
determine  the  degree  of  susceptibility  of  the  weapon 
system.  These  situations  include  unconventional 
handling  procedures  or  environments  of  higher 
electromagnetic  energy  levels.  Observation  of 
weapon  system  susceptibility  under  awch  conditions 
leads  to  procedures  that  assure  the  safety  and  relia¬ 
bility  of  the  weapon  svstem  throughcv-d  the  stockpile- 
to- launch  sequence. 

7.7  PROTOTYPE  VERSUS  PRODUCTION 

WEAPONS  TESTS 

The  test  and  evaluation  of  the  HERO  suscepti¬ 
bility  of  weapon  systems  must  not  be  considered  an 
"after-the-fact"  responsibility.  A  continuous 
assessment  of  HERO  susceptibility  throughout  the 
design-proto  type-production  phases  of  development 
must  be  Implemented. 

When  the  prototype  systems  have  successfully 
\  -saed  the  HERO  test,  any  change,  however  Insig¬ 
nificant.  must  be  recognized  as  a  potential  problem 
area,  if  It  Is  Impossible  (or  undesirable  in  a  per¬ 
formance  sense)  to  maintain  continuity  from  proto¬ 
type  to  production  models,  the  modification  In  design 
must  be  such  that  the  weapon  remains  as  safe  as  the 
tested  prototype  from  the  standpoint  of  HERO  prob¬ 
lems.  Many  of  these  changes  will  require  additional 
HERO  tests.  It  is  ass'imed  that  when  the  weapon 
system  has  reached  the  production  phase,  the  design 
of  all  components  and  subsystems  should  have 


progressed  to  a  stage  where  a  series  of  routine  tests 
and  evaluations  will  be  sufficient  to  verify  that  the 
weapon  complies  with  requirements  for  precluding 
HERO  problems  and  can  be  cert  if  led  for  unrestricted 
use  in  the  fleet. 

7.8  HERO  TESTS  FOR  WEAPONS  DESIGNERS 

MIL-STD-1385(Navy)  establishes  the  general 
requirements  and  acceptance  criteria  for  precluding 
electromagnetic  energy  from  electrically  sensitive 
weapon  system  components.  Methods  of  Implement¬ 
ing  these  requirements  have  been  established  and 
are  presented  In  previous  chapters. 

The  system  evaluation  tests  performed  to 
final  acceptance  of  the  weapon  system  by  the  Navy 
(see  Section  7. 2)  cannot  be  conducted  until  all  com¬ 
ponents  have  been  fabricated  and  the  complete 
weapon  assembled.  By  the  time  this  phase  has  been 
reached,  the  design  is  firm,  and  in  many  cases, 
production  of  the  weapon  has  started.  If  the  weapon 
fails  to  meet  the  HERO  evaluation  criteria,  costly 
retrofits  and  redesign  may  be  required. 

Previous  Navy  evaluation  tests  have  demon¬ 
strated  that  little  consideration  was  given  to  the 
HERO  problem  during  the  design  stages  of  weapons 
presently  in  use  in  the  fleet.  Visual  Inspection  of 
these  systems  would  have  been  sufficient  to  detect 
such  obvious  deficiencies  as  long  unshielded  umbilical 
cables  and  wires,  plastic  sections,  and  access  doors 
that  must  be  opened  in  the  electromagnetic  environ¬ 
ment.  There  are,  however,  some  serious  design 
deficiencies  that  will  not  always  be  apparent  from 
visual  inspection.  Among  the  most  important  of 
these  are  inadequate  shielding  and  filtering. 

To  detect  such  deficiencies,  to  optimize  design, 
and  to  implement  quality  control,  it  Is  imperative  to 
apply  qualitative  testing  techniques  during  the 
developmental  stages  of  the  system.  As  a  result  of 
an  extensive  research  program  a  series  of  such 
testing  techniques  have  been  developed  andpresented  In 
Military  Standard  MIL-STD-l377(Navy).  These  test 
methods  include  techniques  for  evaluating  shielding 
effectiveness  of  weapon  enclosures  and  connectors 
and  for  measuring  filter  effectiveness. 
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